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Abstract

Fault tolerant is crucial for long-
running Grid applications. This paper
presents a work in progress on the
development of a novel Hypervisor-
based checkpointing mechanism that
utilizes multi-core computers to reduce
checkpointing delay of a virtua
machine. Our preliminary experiments
indicate high potentials of our
mechanism and can reduce the delay
substantialy.

1 Introduction

Over the last decade, Grid technology [1] has
emerged as an important tool for solving large-
scale scientific problems both in academia and
industry. However, due to the diverse failures
and error conditions in the grid environments,
developing, deploying, and executing scientific
applications over the grid remains a challenge.
This paper addresses the reliability issue for
Grids on multi-core computers, equipped with
virtualization technology, spanning the Internet.
We have developed a novel framework that
implements a policy-based virtual machine
checkpointing mechanism. The framework
enables implicit system-level fault tolerance
without modifying existing operating systems,
applications, or hardware. Unlike traditional
checkpointing mechanisms, our mechanism
utilizes a high-performance protocol that
enables concurrent execution of checkpointing
and computation. The proposed mechanism has
been incorporated into modified KVM software
[2], namely the Checkpointing-Enabled Virtual
Machine (CEVM). Preliminary experiments
have been conducted using the Linpack

benchmark. The performance evaluation results
show that this framework is scalable, highly
efficient, and low overhead. In particular, our
mechanism reduces a typical checkpointing
delay substantially to about one forth as
compare to the traditional approach. We finally
discuss performance impacts and future works.

2 Related Works

A number of checkpoint-restart solutions [4]
[5] [6] [7] have been proposed to avoid the
prohibitive cost of using hardware redundancy
[3]. These past solutions include (a) taking
advantage of the agorithmic properties of some
scientific applications, which converge to the
correct result even in the presence of system
failures [8], (b) modifying the application’s
source code to provide explicit
checkpoint/recovery [9], and (c) using the
compiler to automatically insert the checkpoint
code in a way that is nearly transparent to the
application programmer [10].

An increasing number of research projects
are putting emphasis on achieving user-
transparent, automatic and efficient checkpoint
and restart [11] [12] [13]. The solution to
achieving user-transparent normally involves
solving several problems, such as the
virtualization of computation and
communication [14], the identification a global
recovery line to take a coordinated snapshot of
the system, and the implementation of process
migration algorithms[15].

Kernel-level checkpointing [16] [17] is
highly responsive, with minimal overhead. The
main advantage of this approach is that it is
totally user-transparent and requires no changes
to any application code. The downside is the
increased complexity of working at kernel level,
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with rapidly changing and often undocumented
kernel versions, and the demanding constraint of
porting the checkpoint/restart mechanisms to
multiple processor and network architectures.
An integrated solution to checkpoint/restart is
presented in [18]. The proposed software
infrastructure is based on LAM/MPI and BLCR
(Berkeley Labs Checkpoint Restart).

The emphasis of this work is in the
development of aVVM checkpoint-restart system.
Virtualization technologies, such as Qemu [19],
KVM [20], VMware [21] and Xen [22], have
recently gained popularity in the academic and
industrial  communities. A VM is an ided
computing platform for long-running Grid
applications since most virtualization software
has features to save and restore VM date
without modifying guest OS or applications.

However, creating a checkpoint of a VM is
non-trivial since it may cause too much delay
and render VM checkpointing impractical in rea
life. Checkpointing typically involves saving the
VM state and disk image to a checkpoint file.
Since the VM must stop computation to perform
checkpointing, the application response time
would increase with checkpoint delays. Since
the VM state and disk image are large in
general, creating a checkpoint using the
traditiond VM save sate feature and
straightforwardly making a copy of disk image
would be prohibitive.
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Figure 1. CEVM Architecture

3 Overview of CEVM

To achieve practical VM checkpointing, we
propose a novel checkpointing protocol that
exploits multi-cores paralelism by performing
checkpointing operations and VM computation
simultaneously on two different cores to reduce
checkpointing delay. CEVM has the following
highlights.

Live migration: Live migration is the key
technique CEVM use to reduce checkpointing
delay. From the Figure, we first migrate a VM
from one processor core to another in order to
let the VM on the original processor (Old_VM)
performs checkpointing while the VM on the
new processor (New_VM) continues execution
(See (1) in Figure 1). We will discuss live
migration more in the next section.

Checkpointing and Computation Overlap:
After the migration, the protocol instructs the
Old_VM to saveits state to disk (See (2) and (3)
in Figure 1), while letting the New_VM
continues computation. The overlapping would
hide most of disk access delays occurring during
the creation of a checkpoint file (“VM
Checkpoint” in the Figure).

In CEVM, dl disk images, except the Base
Disk Image, are copy-on-write (COW) images.
They form another layer, namely the Disk
Update layer (U), on top of the Base Disk.
During VM computation, if the VM want to
write data to disk image, CEVM would record
all disk modifications to U. On the other hand, if
the VM want to read data from disk, CEVM
would look for the data in U first. If it cannot
find the data there, CEVM will try to look for it
in the Base Disk image. Normally, CEVM uses
two layers of disk images i.e. U and Base Disk
Image as mentioned earlier. However, during
checkpointing, CEVM use three layers of disk
images for the execution of New_VM. As the
result, the New_VM would be able to continue
read and write data to disk at the same time with
the checkpointing operations.

To create a checkpoint file, the Old VM
must replicate U to a new file (Copy of U), and
then save the VM state (VS) to that file (or the
VM checkpoint file). The computation of the
New_ VM would not corrupt the replication of U
because CEVM stores all changes New_VM
made to disksin T.

Moreover, in maintaining good disk
operation performance, the checkpoint file (i.e.,



Copy of U with VS) and al disk images the VM
uses for computation (i.e., T, U, and Base Disk
Image) should locate on different physical disks
on a host computer to avoid disk contention
problens when the OId VM creates a
checkpoint file, and the New_VM accesses disk
images at the same time.

Maintaining concurrent disk accesses.
While the Old_VM s creating a checkpoint, the
New_ VM must be able to read or write disk as
usual. However, the New_VM cannot write data
directly to U because we have to keep it
unchanged until its replication complete.
Changing contents of U during the replication
may make the copied disk image inconsistent
with VS and, thus, corrupt the checkpoint file.

Therefore, our protocol uses a new temporary
file (T), another layer of copy-on-write disk
image on top of U and Base Disk Image, to keep
al disk updates generated by New_VM during
the replication. From Figure 1, New VM would
use three disk imagesi.e, T, U, and Base Disk
image. The disk image T isa COW on top of U,
and in turn U is a COW image on top of Base
Disk image. When New VM writes data to
disks, CEVM would record disk image
modification on T, and thus, leaving the
contents of U intact. On the other hand, when
the New_VM read disks, CEVM would look for
the wanted data in T. If the data cannot be
found, it will look for the data in U and Base
Disk image, respectively.

After the OId_VM finishes creating a
checkpoint file, the New VM will merge
contents of T into U (using QEMU’s “commit”
command), delete T, and then use U as its

default disk image. The protocol finaly
terminates Old_VM.
In our current implementation, CEVM

suspends New VM during the committing
operation. We have proposed a concurrent disk
commitment protocol in [2] and plan to
implement it in the near future.

4  Checkpointing Protocol

Our protocol implementation consists of two
pieces of softwaree the checkpointing
coordinator (CO) and CEVM. The coordinator
is a program that controls order of activities
between Old_VM and New_VM. The CEVM is
the modified verson of KVM, which

incorporates functions to perform VM activities
for checkpointing.
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Figure 2. The CEVM protocol

First, the CO collaborates with CEVM to
migrate Old_VM to New_VM (See Stage 1 in
Figure 2). The CO creates new process to run
New_ VM on a new processor core, which will
inform CO (via vm_init_ack message) of its
readiness and block waiting for migration
information. The CO, in turn, instructs Old VM
(via migrate message) to live migrate to
New_VM. Based on KVM live migration
mechanism [23], KVM would interrupt
Old VM’s computation periodicaly to send
dirty memory pages to New VM (transfer
pages). Therefore, the computation on Old_VM
will progress simultaneously with VM’s
memory state transfer. Eventually, when the
number of dirty pagesis low, the Old_VM stops
VM computation (stop_vm) and transfer the rest
of memory contents and state of every device
(last_migrate). As the results, live migration
would suspend VM computation only for a short
period of time. After the migration finishes, the
New VM send a (migrate ack) message to
inform CO of migration completion. Before
starting the New_VM, CEVM must create T and
useit as adefault disk image. Asthe result, after
computation on New_VM resumes, al disk
updates would be stored in T.

In the second stage of CEVM protocol as
illustrated in Figure 2, after CO receives the



migate ack message, it collaborates with CEVM
of Old_ VM to create a checkpoint file. Upon
receiving the checkpoint message, the CEVM
would copy U to “Copy of U’ as mentioned
earlier. Then, it would switch default disk image
from U to “Copy of U” and save VM state there.
To switch the disk image, we have to
manipulate the “bdrv”’ data structures in KVM
source code to maintain correct disk operations.
Finally, the Old VM sends *“checkpoint_ack”
message back to CO and then terminates. The
file “Copy of U” isnow a checkpoint file, which
can be used to restore VM computation.

Finally, CO instructs New_VM to suspend its
VM computation and merge (using “commit”
command) contents of “T” to “U”. Then, the
New_VM would discard T and set U to be the
default disk image before resume VM
computation.

5 Preliminary Results

We have conducted a set of preliminary
experiments on the CEVM prototype. We ran
our experiments on a PC with quad core 2.4
GHz Inte Q6600 CPU with 4 Gigabytes of
memory and two 250GB SATA hard disks.

The processes involved in our experiments
consists of a coordinator process (CO), a timer
process, an origina virtual machine, and a
destination virtual machine. All virtual machines
operate on top of our CEVM software. We
configure these processes to run on different
CPU cores. The guest OS we used for the virtual
machine is Fedora core 8. The virtual machineis
configured to run with 512 MB memory. The
timer process is a process that waits to receive
timing information from applications running
insde the virtual machine and caculate
application response time. Since the virtua
machine will be stopped at a checkpointing
event, we cannot rely on the virtual clock within
the virtual machine to time application's
execution time.

We dtart our experiment by letting an
original VM execute and starting a modified
linpack benchmark [24] within the virtual
machine. In this experiment, we have modified
the linpack benchmark to execute for five
rounds and to send “start timing” and “stop
timing” messages to the timing server at the
beginning and the end of program execution,
respectively.
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Figure 3. The response time running a modified
Linpack benchmark on the CEVM prototype

Figure 3 reports the response time of the
modified Linpack benchmark under various
checkpointing sSituations.  First, “Norma”
denotes the execution time  without
checkpointing. We found that the “Normal”
execution running on CEVM is similar to the
execution time measured when running the same
application on unmodified KVM demonstrating
negligible execution overhead caused by
additional functionalities of CEVM. Next, we
denote “Savevm” to represent the response time
with a checkpointing event using KVM's
“savevm” mechanism. The “Svmsm” represents
the execution time with a checkpointing
mechanism similarly to our proposed
mechanism but using “Stop-and-Migrate”
migration mechanism instead of live migration.
That means we stop the virtual machine
execution first and then migrate al of its
memory to the destination virtual machine in
one shot. Finally, we denote “SvmIim” for our
approach, checkpointing using live migration.
All reported data are the average of 10
measurements.

We found that our approach generate
smallest amount of overheads comparing to
others. By using KVM’s original “savevm”,
there is an additional execution time of 19.85
seconds, while our approach cause only 5.30
seconds about one fourth of that of the original
“savevm”. We also found that checkpointing
using live migration perform much better than
the “Stop-and-migrate” approach since live
migration periodically sending memory pages to
destination virtual machines during virtual
machine execution. Thus, the virtua machine



computation can progress while migration,
which involves transferring a large number of
memory pages, takes place. From Figure 3, the
“Svmsm” shows 13.79 seconds more time over
“Normal” execution.

6 Conclusion and Future Woks

We have presented a novel virtual machine-
level checkpointing mechanism that can

substantially reduce checkpointing delays
incurred to applications comparing with
traditional approach. Implementing

checkpointing mechanisms at the virtual
machine-level allow high transparency to
applications, guest operating systems, and
hardware. We believe that this approach has
high potential for providing fault tolerant for
long-running Grid applications. Future works
include the development of additional
mechanisms to handle data communication, and
to further reduce checkpointing delays.
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