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Abstract- This paper presents the design of the Checkpointing-
Enabled Virtual Machine (CEVM) architecture. A unique feature
of the CEVM is the provision of an efficient mechanism for
checkpointing Virtual Machines on hypervisor-based High
Performance Computing (HPC) systems. Our goals are (1) to
enable implicit system-level fault tolerance without modifying
existing operating systems, applications or hardware, and (2) to
minimize the space and time overhead needed to execute
software that cannot tolerate faults. We accomplish these goals
by leveraging hypervisor technologies that yielded tremendous
reliability and productivity improvements in the HPC
environment. In this paper we discuss the two novel protocols
used in the VM checkpointing mechanism, which emphasize
achieving efficiency as well as ensuring correctness.

I.  INTRODUCTION

Virtualization is a technology that uses a hypervisor or
Virtual-Machine Monitor (VMM) to manage the resources of
the underlying hardware and provides an abstraction for one
or more virtual machines [1]. Each Virtual Machine (VM) can
run the entire Operating Systems (OS) stack and its
applications. Virtualization technology is popular on desktop
and server-based markets due to its ability to encapsulate the
state of a running system, mediate all interactions between the
hardware and software and isolate concurrently running
software = components. More recently, virtualization
technology also shows promising impact, particularly in the
area of high availability and reliability, for the High
Performance Computing (HPC) community.

Contemporary virtualization software often provides
mechanisms to checkpoint-restart VMs. Unlike data
checkpointing, the VM checkpointing typically involves
saving the states of hardware devices, memory, and disk
image of a VM to physical disks. This operation is known to
be a time consuming process due to potentially large VMs
memory and/or disk image size. Indeed making a copy of the
whole disk image is sometime not practical as its size could be
in the order of several gigabytes. Although solutions such as

using a stack file system exist, they may also take a long
period of time to perform disk I/O operations. Meanwhile, all
computations must be stopped until the operation completes.
Thus, a VM can be “out of order” for a considerable time.
Consequently, the turnaround time of applications running in a
VM would increase significantly due to the delay in VM
checkpointing. This is certainly unacceptable for most HPC
applications.

This work addresses these issues by developing the
Checkpointing-Enabled Virtual Machine (CEVM) system. The
CEVM is a VM emulator able to perform checkpoint and
restart operations efficiently in a multiprocessing environment.
We expect the CEVM system (1) to enable implicit system-
level fault tolerance without modifying existing operating
systems, applications or hardware, and (2) to minimize the
space and time overhead needed to execute software that
cannot tolerate faults. In this paper, we discuss the design of
the VM checkpointing mechanism in CEVM, emphasizing the
efficiency of the checkpointing operations and minimizing the
VM downtime.'

Briefly, novel contributions of this paper include: (i) an
efficient VM checkpointing protocol, and (ii) an efficient disk
image manipulation protocol. The VM checkpointing protocol
utilizes the VM process migration mechanism [2] to move the
execution of a VM to a new processor while allowing the
original processor to save the VM’s state to physical storage;
this approach enables the checkpointing operation to execute
without halting the VM. The protocol primary task is thus
coordinating the VM checkpointing activities on two
processors and hiding overheads from the VM execution. The
disk image manipulation protocol, on the other hand, is
responsible for the creation and manipulation of a temporary

" The discussion on the VM checkpointing mechanism will
be limited to sequential processing while leaving parallel
processing as future work.



overlay disk image layer to handle all disk updates during a
checkpointing event. Currently, multiple VMs cannot access

the same disk image simultaneously in the existing VM design.

This is because multiple updates from different VMs could
cause inconsistent states between the VM’s OS and disk
image contents. For example, imagine a scenario where two
VMs share the same disk image. In this case it is possible that
while the first VM is checkpointing, the second VM may
update the shared disk and corrupt the checkpointed data. Our
protocol assures that these operations are performed
simultaneously and safely during a checkpointing operation.
Additionally, the protocol must support multiple
checkpointing operations without introducing additional disk
accesses overheads.

This paper is organized as follows: Section II discusses a
related work. The overview of our solution is given in Section
III. Section IV describes our VM checkpointing and disk
manipulation protocols. Section V discusses ongoing
implementation. Section VI concludes and discusses future
work.

II. RELATED WORK

A number of checkpoint-restart solutions [4][5][6] [7] have
been proposed to avoid the prohibitive cost of using hardware
redundancy [3]. These past solutions include (a) taking
advantage of the algorithmic properties of some scientific
applications, which converge to the correct result even in the
presence of system failures [8], (b) modifying the
application’s  source code to  provide  explicit
checkpoint/recovery [9], and (c) using the compiler to
automatically insert the checkpoint code in a way that is
nearly transparent to the application programmer [10].

An increasing number of research projects are putting
emphasis on achieving user-transparent, automatic and
efficient checkpoint and restart [11] [12] [13]. Proposed
solutions to achieve this typically involves solving several
problems, such as the virtualization of computation and
communication [14], the identification a global recovery line
to take a coordinated snapshot of the system, and the
implementation of process migration algorithms [15].

Kernel-level checkpointing [16][17] is highly responsive,
with minimal overhead. Additionally, there are many details
of a process’s state, which are only known to the kernel or are
otherwise difficult to re-create, such as the status of open files
and signal handling, can be easily captured at kernel level. The
main advantage of this approach is that it is totally user-
transparent and requires no changes to any application code.
The downside is the increased complexity of working at
kernel level, with rapidly changing and often undocumented
kernel versions, and the demanding constraint of porting the
checkpoint/restart mechanisms to multiple processor and
network architectures.

An integrated solution to checkpoint/restart is presented in
[18]. The proposed software infrastructure is based on
LAM/MPI and BLCR (Berkeley Labs Checkpoint Restart).

The contribution of this work is in the development of a
VM checkpoint-restart system. Virtualization technologies,
such as Qemu [19], KVM [20], VMware [21] and Xen [22],
have recently gained popularity in the academic and industrial
communities. A VM is an ideal building block to implement
checkpoint/restart algorithms, and to virtualize the resources
in a cluster. For example, VM can simplify -cluster
management by allowing the installation of customized OS
with different levels of security, instrumentation, and services.
In order to gain wide acceptance in the user community these
solutions must incur very low overhead—both in fault-free
and recovery mode—and be highly scalable.

III. CEVM ARCHITECTURE OVERVIEW

The design of CEVM architecture is to leverage live
migration to support VM checkpointing mechanism. The
central idea is to minimize the associated overhead by
concurrently executing VM computation on two different
processors. CEVM’s checkpointing mechanisms can simply
be described in three basic steps:

1. Live migration: We first migrate a VM from one
processor to another. The VM on the original processor
performs checkpointing, while the VM on the new
processor continues to execute. Live migration could be
conducted quickly across different cores or processors
on a multi-core or SMP machine. It could also be done
across two separate computers over a network.

2. Checkpointing and Computation Overlap: Usually,
after the VM migrated, the VM on the original
processor (or the original VM) is stopped. The new VM
on the destination processor would continue its
execution. In the CEVM design, the original VM would
perform checkpointing instead of being stopped.
Moreover in multi-core or SMP environments, we can
assign the new VM and the original VM to any core or
processor. Therefore, if users want to let the new VM
continue running on the original processor and the
checkpointing VM run on a new processor, they could
readily do so by adjusting CPU scheduling parameters.

3. Maintaining concurrent disk accesses: The two
VM’s can simultaneously access to the same disk
during a checkpointing operation. Access to disk is
prohibited by most VM technologies, including Xen
and QEMU. This is because the potential to produce
data inconsistencies between guest OS and the disk
image is high. In order to make that possible, CEVM
creates a new temporary file to keep all disk updates
generated by the new VM. This allows the old VM to
checkpoint ~ without interruption.  After  the
checkpointing finishes, the new temporary file will be
merged with the original temporary file.



Figure 1 illustrates the three basic steps in the CEVM
architecture. Supposed a VM, namely Old VM, originally
executes on one processor. We first migrate the VM to another
processor (See (1) in Figure 1). We then denote New VM to
be the new VM at the destination after the migration. At the
end of the migration, New VM resumes normal execution
while Old VM performs checkpointing by recording the VM’s
state to a checkpoint file (See (2) and (3) in Figure 1). In our
design, a VM can perform checkpointing if and only if the
previous checkpointing operations have already finished.

The design of disk image in CEVM is based on that of
QEMU. QEMU allows stackable storage in its virtual disk
organization, where a disk image could operate under QEMU
“snapshot” mode. The virtual disk consists of two parts: an
updated disk image (labeled as “U” in Figure 1) and a base
disk image. The updated disk image contains all changes made
to the base disk image from the time the VM execution begins
until the checkpointing starts. The base disk image is read-
only. Information in the update image can be incorporated to
the base disk image using QEMU’s “commit” command.

We define a VM checkpoint as a set of data that can be used
together with the base disk image to restore an execution of a
VM. This is equivalent to QEMU’s VM snapshot. The VM
checkpoint, therefore, consists of a VM execution state
(labeled as “VS” in Figure 1) and an update disk image at the
moment when the snapshot was taken. The VM execution
state consists of the state of all hardware devices including
RAM’s contents. In QEMU, users can create a snapshot using
the “savevm” command and restore VM execution from a
snapshot using the “loadvm” command.
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Figure 1. CEVM approach to implement efficient
checkpointing mechanisms

Checkpointing is performed incorrectly if Old VM and
New VM operate on “U” at the same time. In Figure 1,
Old VM creates a checkpoint immediately after the migration

finishes (See (2)). In doing so, Old VM has to dump its “VS”
and copy the current updated disk image (labeled as “Copy of
U” in Figure 1) to a checkpoint file. Meanwhile, New VM
continues its computation and may want to read or write data
to disk (See (4)). In the case of read accesses, New VM can
retrieve data from either “U” or the base disk image. On the
other hand, if New VM writes data to disk, problems may
arise. Since Old VM is copying “U” to a checkpoint file, any
change made to “U” could corrupt the content of the
checkpoint.

To overlap VM checkpointing and computation possible,
we propose a novel mechanism to enable concurrent disk
accesses to the same disk image using two VMs. In our
solution, we create another layer to update disk image, namely
a temporary disk update file, (labeled as “T” in Figure 1) on
top of “U”. We use “T” to hold all disk updates that New VM
makes during checkpointing period. After the copying of “U”
finishes, we let Old VM integrate contents of “T” to “U”.
During the integration, our mechanism would redirect all disk
access requests from New VM to Old VM. This allows
Old VM to schedule the disk image integration and updates in
a consistent manner. Since Old VM is the only process that
access “U”, “T”, and the base disk image, it knows exactly
where to read and write data from the disk during the
integration operation. After the integration completes,
New VM would be informed to stop the redirection and use
“U” and the base disk image.

On the event of VM recovery, CEVM will load the VM
execution state from a checkpoint file, and copy the update
disk image in the checkpoint back to the update disk image the
VM is currently using. As shown in Figure 1, the “copy of U”
in the checkpoint will be copied back to “U”. The VM will
resume execution afterwards.

IV. PROTOCOLS

This section describes the VM checkpointing protocol and
the disk image manipulation protocol; these are the two key
components of CEVM system. Briefly, the checkpointing
protocol coordinates activities among all parties involved in a
checkpointing operation, while the disk image manipulation
protocol handles disk accesses and disk structure manipulation
during checkpointing.

A. The VM Checkpointing Protocol

Figure 2 illustrates our checkpointing protocol. We let CO
denotes as a process that coordinates activities on Old VM
and New_ VM. When checkpointing starts, CO first sends a
VM_INIT request to the destination processor to load a new
VM to memory. The New VM would wait for the VM
execution state from OIld VM. Then, it sends a
VM_INIT ACK to CO to inform that the loading is successful.
CO, in turn, sends a CPT_START message to instruct
Old VM to migrate its state to New VM.



After Old VM migrated, it creates a checkpoint file. At the
same time, New VM continues its normal execution. During
the checkpointing period, the Old VM and New VM would
have to access the same disk image. The key idea of our
solution is the creation of a temporary disk update file to hold
all updates to disk images made by New VM during
checkpointing. We will discuss this mechanism in more
details in Section IV B. When OIld VM finishes checkpointing,
it sends a CPT_DONE message to CO, which subsequently
sends an INTEGRATE STORAGE message to instruct
New VM to stop writing disk updates to the temporary file so
that Old VM can integrate the temporary file’s contents to the
original disk image.

In response, New VM sends an INTERGRATE START
message to Old VM to start the integration. All disk updates
occur on New_VM beyond this point are redirected to Old VM,
which would schedule these updates to appropriate disk
locations during the integration. At the end of the integration,
three  messages consisting of INTEGRATE END,
LAST UPDATE, and UPDATE DONE are exchanged
between Old VM and New VM to make sure all disk update
requests from the new VM have been served. Then, New VM
would discard the temporary file and send all disk updates to
the original disk image (just like before checkpointing took
place). More details on disk integration operations will be
described in the next section. Finally, New VM sends a
RESUME_DISK ACCESS message to tell CO that it is now
using the original disk image for normal VM execution. The
CO sends a TERMINATE OLD VM message to terminate
Old VM.
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Figure 2. The illustration of CEVM checkpointing protocol

B.  Disk Image Manipulation Protocol

Inconsistencies between the checkpointed VM and its disk
image could arise if we use the original QEMU disk structures
for our checkpointing mechanism. For example, in Figure 1, a
checkpoint consists of the VM State (“VS” in Figure 1) and a
copy of all disk updates to the base image (“copy of U” in
Figure 1). The base disk image is assumed to be read-only
throughout the VM’s computation. Traditionally, on a
checkpointing event, e.g., using “savevm” command in
QEMU or KVM, the VM is paused so that contents of the VM
execution state and disk updates can be stored in a checkpoint.
It is crucial that the checkpointing operation is atomic so that
the VM execution state and the disk update contents are
consistent to one another. Any changes to disk block contents
unrecognized to the VM’s guest operating system could cause
it to work incorrectly or become unbootable.

To address the problem described above, CEVM
implements a two-step solution, focusing on both efficiency
and correctness. The two-step solution is illustrated in Figure
1. The first step attains efficiency by enabling checkpointing
and disk accesses to progress concurrently. In doing so,
CEVM performs the following:

1. Before the migration, the New VM has to create the
temporary file, namely “T”, to hold all disk updates
during checkpointing. “T” must also be the same copy-
on-write disk format as “U”. After the migration, when
New_VM operates, it writes all disk updates to “T”. On
data retrieval, New VM would search for data from “T”
first. If it cannot find the data, then it searches “U” and
then the base disk image.

2. When Old VM receives CPT _START, it set “U” to be
read-only and then migrates. Right after the migration
finishes, Old VM performs checkpointing by writing
“VS” to a checkpoint file, and then copying “U” to it.
Since “U” is read-only, it cannot be altered from any
disk writes from New VM. Finally, Old VM sends
CPT _DONE to inform CO that the checkpoint file has
been successfully created.

The second step ensures correctness by requiring the
integration of all changes occur during a checkpointing event
to the original disk images so that VM execution can perform
normally on “U” like before checkpointing. After CO receives
CPT _DONE, it sends an INTEGRATE STORAGE message
to inform the New VM that Old VM is ready to perform disk
image integration. Then, New VM sends
INTEGRATE START to instruct Old VM to integrate
contents of “T” to that of “U”. From this point onward,
New VM stops writing any further disk updates to “T” but
send the updates to Old VM instead.

Based on the QCOW image format [23], we propose an
algorithm, listed in Figure 3, to perform the integration. The
Old VM executes this algorithm after it receives the
INTEGRATION_START message. The algorithm repeatedly
integrates one unit of “T’s” content to “U” and checks for an
incoming disk update request from New VM. If there is such a



request arrives, it integrates contents of the request to either
“U” or “T” based on the current “T” and “U” integration
status. According to the QCOW format, an image file contains
a set of data clusters. The cluster size is varied (e.g., 4K bytes)
depending on disk image configuration. Each data cluster
contains contents of a number of disk sectors. This algorithm
considers a data cluster to be a basic unit of data to operate on.
It first calls the nextCluster() function (line 3) to obtain the
content of the first cluster stored in T and the real address of
the base disk image associated with the content (Taddress).
The nextCluster() function traverses the L1 and L2 lookup
tables in T in a depth first search manner and retrieves a
cluster’s content in order. Then, the algorithm calls function
updateCluster() to write the retrieved contents to U at the
location Taddress (line 4).

1. While —DONE do

2. if -EOF on T then

3 if nextCluster(T, &content, &Taddress) = EOF then
4 updateCluster(U, content, Taddress)

5 else

0. send INTEGRATE _END to New VM

7 BEOF on_ T =lrue

8 end if

9. endif

10. nrecv mfrom New VM

11. if(m= LAST UPDATE rm= NULL) then
12. accessDisk(m )

13.  elseif (m= NULL) then

14. send UPDATE DONE to New_ VM

15. DONE = true

16. endif

17. end while

Figure 3. An algorithm to integrate T’s content to U

After integrating one data unit to U, the algorithm invokes
the nrecv() function (line 10) to check if there are any
incoming disk update request from New VM. The nrecv()
function is a non-blocking receive function. It would proceed
to copy data from “T” to “U” if no message were received. On
the other hand, if Old VM receives a message m, it invokes
accessDisk() function to process the request.

Figure 4 listed the accessDisk() function. If m is a disk
update request, it integrates the content of m to either “T” or
“U” depending on their respective disk address. Henceforth,
we define m to contain a cluster of data, and denote m.content
and m.address to represent the content and the real disk
address of m, respectively. If m’s address is lesser than the last
address of “T” plus the cluster’s size, the algorithm concludes
that the integration of “T” to “U” has exceeded the m’s
address bound. Therefore, the new content in m can be written
to “U” directly. Otherwise, it would write the new content to
“T”. As the integration of “T’s” contents to “U” proceeds, the
new content will be copied to “U” eventually.

On the other hand, if m is a disk read request, the function
accessDisk() would retrieve data from “T”, “U”, or base
image considering the value of Taddress. If the retrieval disk
address (m.address) is lesser than Taddress plus the cluster’s
size (line 8 in Figure 4), it searches for the cluster using “U’s”
m.address. If the cluster does not exist in “U”, it retrieves the
cluster from the base image. Otherwise, it searches data from
“T” first if “U’s” address is greater than the sum of “T’s”
address and cluster size, If the search fails, it looks for the data
in “U”. Eventually, it looks for the request data cluster from
the base image if it does not exist in “T” and “U”.

AccessDisk(m )
1. if m is a disk update request then

2. it (maddress < Taddress+cluster _size) v EOF _on_T then
3. updateCluster(U, m.content, m.address)
4. else
3. updateCluster(T, m.content, m.address)
6. endif
7.else //'mis aread request
8. if (m.address < Taddress+cluster _size) EOF _on_ T then
9. read from U or base image, and send a cluster to New VM
10.  else
11. read from T or U or base image, and send a cluster
12. endif
13. end if

Figure 4. A function to access disk image during integration

The algorithm (in Figure 3) also makes sure that there are
no new update requests from New VM left in transit when it
finishes the integration. It achieves this using
INTEGRATE _END, LAST UPDATE, and UPDATE DONE
messages. The INTEGRATE END would be transmitted to
the New VM when data retrieval on “T” reaches EOF. Upon
the arrival of this message, New VM can no longer send new
disk update requests to Old VM. At this stage, it would send
the LAST UPDATE message to Old VM and store any new
update requests to an internal buffer. The arrival of
LAST UPDATE to Old VM means the messages sent before
it has already been received and processed. The Old_VM will
response with the UPDATE DONE message. After receiving
this message, New VM will process all the update requests in
its internal buffer and future updates on “U”.

V. IMPLEMENTATION AND ANALYSIS DISCUSSION

In multi-core or multiprocessor environments, we can
execute Old_VM and New_VM on two different cores. We can
use the “sched setaffinity()” system call or Linux
“taskset” command to assign VM process to a core or a
processor. Since the two VM are on the same computer, the
migration can be done quickly across processors or cores.
Moreover, users can assign the Old VM to a new processor
while the New VM to the original one as they wish.

Our protocols can be implemented into the existing systems,
especially in KVM and QEMU. It is our goal to leverage



existing technology as much as possible to make our
checkpointing mechanism highly portable and reduce
implementation time. We are considering two implementation
alternatives: thread-based and process-based. The former
represents each VM with a thread while the latter represents
each with a process. The thread base one would make VM
migration quite efficient since both thread can share VM data
structure; however, it requires more modification to the source
code than the process-based solution.

To study the feasibility of our design, we have measured the
VM migration and checkpointing performance to see potential
performance improvement. Since the main goal of our
mechanism is to use live migration to hide the checkpointing
delay, we consider the migration time to be the lower bound
time and the checkpointing time to be the upper bound time.
Figure 5 shows our preliminary performance comparison
between VM migration and checkpointing using KVM version
60. The measurements have been done on a notebook
computer with Centrino Duo T7250 CPU and 2 Gigabytes of
RAM. The host OS is the 64 bits Ubuntu Linux We have
created two hard disk images for a Debian and Fedora 8 guest
OSes, respectively. We run KVM every time with a virtual
RAM size of 1 Gigabytes.

migrate M zavevm

Debion
14.48

FedoraB
16.63

Figure 5 comparisons of migration and checkpointing time

In our experiments, we run a KVM on the notebook one at a
time. We use Debian as the guest OS in the first experiment
and let it migrates on the same machine and measure
performance. Every performance report showed in Figure 5 is
an average of 10 measurements. In the second set of
experiments, we restart KVM with Debian and measure

checkpointing performance (using KVM “savevm” command).

We also do the same thing with Fedora 8 guest OS. From the
preliminary results showed in Figure 5, the migration time is
much faster than the checkpointing time. On Debian guest OS,
the checkpointing cost is 5.4 times (14.49 seconds/2.65
seconds) higher than the migration cost, while the
checkpointing cost is 20 times (16.63 seconds/0.83 seconds)
higher than that of VM migration. We would want our
mechanism to perform close to the lower bound time for better
performance.

Thus, we can model the upper bound time, lower bound
time, and estimated execution performance of total VM
execution time as follows. Supposed a VM creates n

checkpoints throughout its lifetime, we can model its upper
bound total computation time as

];m = ]Z’am + ,?]Zpt ’.
where Tvm denotes the total execution time, Tcamp denotes

computation time, and Tcpt denotes an average checkpointing
delay using the “savevm” command. On the other hand, we
may express the lower bound time of our approach as

where T, < denotes an average migration delay using
“migrate” command. Finally, we can model the total VM

execution time using our approach as

7—;7’1 = T;omp + n7—'C€V7ﬂ + 7—'0
where T, denotes an average checkpointing delay using our
approach and 7, denotes additional overheads due to
checkpoint coordination and disk accesses during
checkpointing. Thus, based on the expected lower bound time,

upper bound time, and estimated delay mentioned earlier, we

would expect the relationship among T, ,, T, ,and T, to
be
ng S T'cevm + T'u/n S ]Zpt

Thus, the average checkpointing delay plus the average
additional overheads during the checkpoint should lie between
the upper bound and lower bound time.

VI. CONCLUSIONS AND FUTURE WORK

We have presented the design of CEVM system for
hypervisor-based HPC environment. In particular, we
discussed the two protocols, checkpointing and disk
manipulations, used in the VM checkpointing mechanism for
promoting checkpointing efficiency and accuracy. A
preliminary performance measurement model for our protocol
is also presented.

Our future work will consist of two main directions — firstly,
we will prototype and evaluate the CEVM system. Secondly,
we continue to investigate the scalability of the system.
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