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Abstract

This paper provides an overview of work being undertaken in the JISC-funded Sakai VRE
Demonstrator project. This is a collaboration of groups at Daresbury Laboratory and the Uni-
versities of Lancaster, Oxford and Portsmouth which are aiming to develop a highly-functional
portal interface to distributed resourcesin a Virtual Researt Environment. Salai was chosen
becauseit already corntains a number of collaboration and education tools and has been used
to support Grid-based researt in the USA, for instance in the NEESGrid project. The paper
describessomeof the work which is starting to extend the portal framework into a ServiceOri-
ented Architecture, in particular authentication and authorisation medanismsfor portal-based

VRESs, and our approach to ewvaluating the e ectiv enessof the deliverables.

1 Intro duction and Back-

ground

E-Science work being undertaken in projects
at CCLRC Daresbury Laboratory and the Uni-
versities of Lancaster, Oxford and Portsmouth
involves investigation and dewvelopmen of ad-
vanced portals and tools for e-Researh using a
range of emergingportlet-basedtechnologiesand
servicesvia portlet standards such as JSR 168
and WSRP. ! The Sakai Demonstrator Project
is funded by JISC as part of its Virtual Re-
seart Environments programme [1] to investi-
gate the e ectivenessof a generic portal with
a range of collaboration tools and Grid ser-
vices extending this work for the communities
that we support. Sakai was chosen for this
on the basis of an objective evaluation exer-
cise [5]. For further information seethe Web
site http://www.grids.ac.uk/Sak ai.

Within a portal, internal services are needed
to addressthe issuesof coordination of tools

(portlets) within the overall framework. Meth-
ods can be provided as an internal classlibrary
which sits alongside the portlet APl and ser-
vice APIs (implementing re-usable componers
of the model part of the MV C design pattern).
This is the approad taken in GridSphere (us-
ing the GridLab Grid Application Toolkit) for
the functionality of its Grid portlets [3, 4] and
in Salai (using the OKI OSIDs [9]) for its ed-
ucational tools [2]. In the Sakai Demonstra-
tor we are ewlving an additional \in tegration
API" with documerted extensionsto the previ-
ous APIs where there are speci ¢ requiremerts
for e-Researh tasks. The areas we are ad-
dressinginclude: Sessionmanagemenm, Authen-
tication using MyProxy, VO managemen, Inte-
grated state, Serviceand portlet location, Portal
preferences Semartic/ ontology support, Work-
ow, Inter portlet communication, and Trails
and personalisation.

Each portal framework could have the sameor
a dierent set of tools, but the way they are in-
tegrated may vary betweendi erent application

twe will not de ne commonly-used acronyms in this paper.
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areas. Work within JISC on the Service Oriented
Framework for Education and Research has al-
ready classi ed some servicesfor areasinclud-
ing education, researt, collaboration, informa-
tion accessand common services[6]. This is on-
going work and will also explore speci cations
and standards to enable the implemenation of
reference models based on these servicesfor a
variety of applications. Implementation of the
servicesthemselwes is currently in a prototype
phase. Somesimple ones,sud as managing the
look and feel of the portal, personalisationand
accessibiliy are however provided directly by the
portlet framework. Others, such as accessto
Grid resources,are being provided via a port-
let interface to Grid client code using the Java
CoG kit [12] or by Web services. This is why the
project is currently a demonstrator rather than
production software.

In this paper we describe the portal technologies
and servicesthat are being developed, extended
and implemented in the Sakai Demonstrator. In

the rst part of the paper we will describe our
application areas as well as our original moti-

vation for deweloping a portal-based Virtual Re-
seart Environment. We proposea 3-phaseeval-
uation of the project outcomes. We then discuss
the needto extend the basic functionalities cur-
rently available via portlets. A more in-depth

discussionis given on the useof Shibboleth with

a portal-based VRE. In the nal part we will

summarise our future work, and draw a num-
ber of conclusionsabout using portlets and Grid

servicesto deliver a collaborative e-Researb en-
vironment.

2 Application Areas and sup-
port for the Research Com-
munit y

An important aspect of the programme is to
demonstrate potential sustainability and to fa-
cilitate di erent projects sharing tools and ser-
vice using appropriate de nitions and standards.
This is naturally ewlving in a seriesof phases
which, although not formally de ned at the

start of the project, have beenseento naturally
emergeand will now form part of the evaluation
task. Thesephasesare as follows:

Phase 1: using Salai collaboration tools with
separateworksites for securesharing of re-
sources;

Phase 2: dewelopmert and evaluation of
portlet-based tools linking to an SOA via
a simpler framework;

Phase 3: linking portlets and framework exten-
sionsinto Salkai for fully-functional demon-
strator.

Projects currently in the rst phaseinclude the
following. NWGrid Tednical and Operations
Boards, for sharing of meeting papers agenda
minutes etc. CQeSS:Collaboratory for Quanti-

tative e-Scaial Science,meeting papers and also
collaboration tools for researtr. They will re-
quired Grid-basedtools for large-scalemodelling
via middleware to accessapplications suc as
SABRE [13]. ReDRESS:ResourceDiscovery for
Researbersin e-Saial Science. The dewelopers
and Steering Committee are using separatepor-
tal work sites for sharing of papers and collab-
orative dewvelopmert of content for training and
awareness.Eventually the portal-basedteaching

tools will be usedfor personalskills developmernt

using this corntent. Salai Evaluation and VRE

are currently using resource managemen tools
to do joint developmert of papers and presena-

tions. GROWL VRE is using its own work site
in a similar way. These projects are typically

using the Salai 'resources','discussion’, 'e-mail’,

‘chat' and 'calendar'. We have alsofound a Wiki

tool to be useful and links to the projects’ home
Web sites and their JISC Mail archives.

Projects in the second phase include NGS, e-
HTPX and Integrative Biology. NGS portal:
the National Grid Servicehasdeployed a String-
Beanscontainer for JSR 168 Grid portlets { see
separatepaper at this conference.e-HTPX por-
tal: an e-ScienceResourcefor High-Throughput
Protein Crystallography has a portal developed
using JSP technology with a range of functions



for Grid and other resources{ seeseparate pa-
per. IB portal: the Integrtive Biology project
has also beenfunded by JISC to dewelop a VRE
basedon the OGCE ernvironment [14]. Initially
we have helped them to deploy a portal using
GridSpherewith the Grid portlets we have devel-
oped. This will be usedasa platform for demon-
strations and extensionsto meet sciertic the
needsof the project. We currently have a suite
of portlets including: Single sign-on; MyProxy
certi cate managemetty Grid information; Grid
FTP; SRB interface; Job submission;Job status
monitor.

Work on technology for the third phasehas be-
gun and is described in Section 3.

This work is underpinned by a robust deploy-
mert of Sakai v2.0 on Oracle 9i. The main portal
demonstrator is deployed on an IBM HS20blade
of the e-ScienceBladeCertre at Daresbury. The
Oracle 9i RAC sener usedis the NGS node at
Rutherford Appleton Laboratory. There are in-
stancesof Salkai deployed at Lancaster, Oxford
and Portsmouth for the dewvelopmert work and
we are alsoinvestigating mirroring and badkup of
database contents, multi-site deployment using
Apache and WSRP to aggregateportlets across
all sites.

3 Portal Framew ork Exten-

sions

In discussionwith the Salkai developmert team,
we have identied four generic areas for the
demonstrator VRE project to enablea wide se-
lection of tools for collaboration and e-Researh
to beintegrated. Framework extensionsare thus
being madeto accommalate emergingauthenti-

cation and authorisation systemssud as Shibbo-
leth [7] and PERMIS [8] and SOAP-basedinter-
action with remote servicessud as WS-I Web
services, WSRF Grid servicesand peer-to-peer
services. The useof Grid servicesbuilds on work
carried out in the recen EPSRC-funded OGSA
Testbed Project [10]. These extensionswill be
included in the Integration API and are briey

described as follows.

Iden ti cation, or specication, of an XML
grammar for describing of collab orativ e
research. This work is concernedwith the prob-
lem of describinga collaborative researt session
in a standard, easily machine parsable fashion.
Firstly we needto be able to describe the start
time and duration of the proposedsession. We
then needto be able to describe its subject mat-
ter in asrich a set of terms as possible. This
contextual description will be utilised in other
tools, e.g. for information retrieval. Finally, we
needto be able to describe the participants.

A Service Authen tication and Identity
Verication System. A concernwith estab-
lishing virtual collaborations, is one of identity.
How can you be reasonably sure that the col-
league you are working with 500 miles away is
the personthey say they are? Any Grid tools ac-
cessedvia Web servicesare likely to require Grid
Security Infrastructure (GSI) type or other ap-
propriate authentication. This work padagewill
implement a Shibboleth Federation[7] consisting
of the collaborators' institutions. Figure 3 shows
the generalsecurity architecture which is further
discussedin Section 4.

Semantic Portal Services. We wish to en-
hancethe Salai ervironment with a number of
semartic servicesto make the portal \smarter”

and carry out intelligent reasoning behind the
scenes. Adding these services could enable
semarics-based browsing and searding, and
smart question answering. In the rst instance
we will dewvelop an advanced portal registry ser-
vice that will enablethe uni cation of data col-
lected from a range of Sakai data sources,which
can be usedto support information distribution

as well. Asscciated with this servicewill be an
information manager that will let users create,
download, organise,and share any kind techni-
cal documertation or information.

We intend to usethe RDF model for the infor-
mation store as it is seento have a number of
advantagesover databasetechnologies:

The RDF model supports extensibility,
whereasa relational databasehas a static
schemaand it is very dicult to make any
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Figure 1. VRE Security Architecture

signi cant changeswithout impacting ex-
isting code. In comparison, RDF model is
dynamic and it is easyto add new infor-
mation.

An RDF model provides the ability to
integrate dierent resourcesand there is
no limitation on these data sources. A
relational database can only store struc-
tured data. The RDF model allows struc-
tured, semi-structured, and unstructured
data can be integrated into the store. So
for example a databaseand web pagescan
be integrated together.

The RDF model will aid the developmert
of other higher-level ontological services,
which will be critical when automating in-
teractions betweenthe various servicesin-
tegrated within a Portal.

The core of the registry serviceand information
manager will be basedaround Jena[16], which
is a Java framework for building Semaric Web
applications. It provides a programmatic envi-
ronment for RDF, RDFS, and OWL,; it includes
a rule-basedinferenceengine. We will utilise the
Joseki[17] RDF publishing serer that provides
accesso RDF models by URL and query. This
will allow individual portals to query and seard

remote portal registry servicesand information

managers.We will usethe emergingRDF Query
Language SPARQL [18] that can be usedto ex-
pressqueriesover RDF graphs. SPARQL de nes
a protocol for corveying queries,aswell as other
operations, to an RDF query processingservices
and corveying the results of such queriesand op-
erations to the ertity that requestedthem.

We will also implement a number of other ser-
vices basedon the core servicesoutlined in the
previous paragraph, thesewill include those for
translation, annotation, and provenance, these
servicewill be basedon work already underway
on the Semaric Logging using RDF [19]. The
translation servicewill allow any le or data be
uploaded and stored in the RDF store. If the
input is already in RDF it will be just incor-
porated into the graph. If it is not, there is a
translation serviceavailable that will corvert the
input into RDF and put it into the RDF store.
The annotation servicewill allow input data to
automatically be annotated with metadata that
canhelp with matters such provenance,categori-
sation, or ltering. The provenanceservice will
help explain how a particular piece of informa-
tion has been derived. These servicesare im-
portant asthe combination of data from diverse
sourcescan result in unique perception di cul-



ties for the information user, these serviceswill
provide underlying medanismsto createseman-
tically rich information.

A JSF-based Web service interface gener-
ator. If we wish to provide accessto Web and
Grid servicesas tools within the Salai frame-
work, we needto provide a userinterface for pa-
rameter input. Within Salai sud interfacesare
rendered using a pipeline consisting of an ab-
stract XML layout description and a nal Java
Sener Facesuser interface. Service can be dis-
coveredvia registriessuch asUDDI [11]. A VRE
user will be able to seart for appropriate Web
servicesto integrate as tools, select the most
desirable one and have user interfacestranspar-
erntly created there and then. Prototype UDDI
serers are being hosted at Daresbury, Edin-
burgh and Oxford through the Grid Engineering
Task Force registry group.

P2P Services and Tools. We intend to inte-
grate a variety of popular P2P servicesand tools
into the Salkai Framework. The initial phase
of work will involve a review and study of the
existing Salai tools and the resolution of those
that will benet from P2P interaction and for-
mulate an appropriate integration strategy that
maintains the integrity of Sakai and ts within
its security framework. The second phase of
the work will involve deweloping JSR 168 and
WSRP componerts that enable Salai to bene-
t from the interaction with external P2P sys-
tems outlined in the initial phase of the work
padkage. It is likely that this will include col-
laborative utilities sudh as discussion boards,
instant messaging, le sharing, calendars, and
IRC. The nal phase of the work package will
create componerts that will enable interaction
with NaradaBrokering [20] and investigate inter-
portlet communications[21]; the former will al-
low Salai interact with core e-Scienceservices,
and latter hasbeenidenti ed asa missingmed-
anism from the JSR 168 standard, and will be of
generalbene t to the community.

4  Shibb oleth and Portals in the
VRE Realm

4.1 Shibb oleth, Strengths and Limita-
tions

Shibboleth is anidentit y managemen systemde-
signedto provide federated authentication and
authorisation [22]. Once a user has been au-
thenticated, Shibboleth usesan opaque handle
to identify the user and exchanges attributes
acrossdomains for the primary purposeof au-
thorisation. Its architecture is highly depen-
dent on Public Key Infrastructure (PKI) [23],
which is used to build the trust between the
seweral Shibboleth componerts acrossthe Fed-
eration members. Shibboleth is independert of
any front-end authentication and authorisation
medanisms. It just species how the authen-
tication and authorisation ows should be ex-
changedsecurely End-userauthentication based
on PKI, and attribute-based authorisation sup-
ported by LDAP [24] and eduPerson [25] are
suitable, but not a requiremert.

In a typical Shibboleth sessionusersare identi-

ed by an Identity Provider (1dP), typically lo-
cated at their own institutions. Resourcesand
Servicesare protected by ServiceProviders (SP),
which can be placed within the security domain
of any of the Federation members. When a user
accessea protected resource/ servicefor the rst

time, the SP needsto nd the institution where
they are known, which is then usedto authen-
ticate the user via Shibboleth's Authentication

Authorit y (aka Handle Serviceor HS) and later
on, during the authorisation phase, to obtain
attributes from Shibboleth's Authorisation Au-
thority (aka Attribute Authority or AA). Shib-
boleth usesa Where Are You From (WAYF) ser-
vice, which although not mandatory is normally
used to determine the institution users belong
to or are known by. Having an opaque identi-

er assaiated with the user, SPsaccesshe IdP
to obtain attributes about her/ him, ensuring
anonymity. Users decide which attributes they
are happy to releaseon a resource/ service ba-
sis [26].



Portals are normally entry-p oints to complexin-
formation and computational ervironments re-
quiring the ‘identity' of the user to be travel-
ing across multiple tiers in a machine to ma-
chine interaction. This requiremert createsthe
need to have entities in the middle of the in-
frastructure acting as a proxy, posing a security
challenge,also know asthe n-tier authentication
problem [27, 28]. In a typical portal session,a
user behind a browser identi es themself to a
portal. Beyond that point all accessego pro-
tected resources/ servicesare 'proxied’ on be-
half of the user. Credertials are delegated to
the n tiers and all the entities involved (includ-
ing the user) have to trust all componerts of the
chain. Grid environments are not much di erent
of portal environments, if we take out the rst
2 tiers (since a Grid sessiondoes not require a
Web browser).

Shibboleth usesSAML [29] to exchange authen-
tication and authorization assertions. These as-
sertionscanbeusedto passuseridentity (or even
delegatecredentials) and attributes to the n tiers
in atrusted and secureway. The current version
of Shibboleth (1.3), which implements SAML 1.1
doesnot addresstheseenvironments requiring n-
tier authentication. SAML 2.0 covers this gap
with the speci cation of the EnhancedClient or
Proxy (ECP) Prole [30], which is planned for
Shibboleth's 2.0 [31]. Therefore, it will be pos-
sible to take advantage of the upcoming ECP
Pro le to have portals accessingprotected data
sourceson behalf of the user or similarly Grid
applications interacting with job managers,and
them with protected resources/services.

4.2 Shibb oleth and Portal Integration

Shibboleth has been mainly designed for ex-
changing authorisation attributes acrossinstitu-

tions using a secureand dewlved model, where
users are authenticated and authorised against
their own institutional accessmanagemen sys-
tem (IdP). Its scope is wider than an institution

itself, being very suitable for scenariosknown
as Virtual Organizations [32] and wider envi-
ronments sud asthe JISC Information Environ-

mernt (IE), where the universeof usersdoes not
necessarilybelong uniquely to one institution.

Within an institutional cortext, integration of
Shibboleth into a Portal might be done in at
least two dierent approadies: i) natively; ii)
integrating it with the institutional authentica-
tion system(e.g. WebISO [33] such as CAS [34],
Stanford WebAuth [35] or PubCookie [36]) and
authorisation system (e.g. role-basedauthorisa-
tion supported by LDAP).

The former approad usesShibboleth in a We-
bISO fashion and extends the default med-
anisms. Shibboleth is exible and powerful
enoughto be usedasa native systemto provide
SSOauthentication and authorisation within an
institution. Howewer, it is not yet so powerful as
some WeblISOs, for situations where n-tier au-
thentication (i.e. layered, secondary or proxy
authentication) is required, and also situations
where authorisation needsto be later assessed
asin the caseof portals, or non-interactive ap-
plications involving Web servicesor Grid envi-
ronmernts.

The latter approad typically usesa WeblSOsys-
tem already deployed and integrated with the

institutional Portal and other resourcesand ser-
vices. This leaves the WebISO system to pro-

vide SSO acrossthe institution for the Portal

asif it was any other SSO-enabledWeb- based
resource/ service. The WebISO authentication

point has to be 'Shibbolized' (acting as a SP),

at least for all usersnot coming from a security

domain internal to the institution. For userssuc-
ceedingto authenticate, all the attributes asso-
ciated with the user might have to be fetched
and assaiated with the WeblSO SSO session
(since Shibboleth doesnot go further inside). In

the caseof a portal, one of the attributes has
to be a unique and permanert identier suc

as username,e-mail addressor something more
pseudorymous. We are currentl using the e-mail

address.



4.3 Discussion

In order to come out with an independen,
exible and staged approac, most institutions
are normally interested in the secondapproad.
They deploy locally a WeblISO system (instead
of Shibboleth), asthesesystemsprovide SSOau-
thentication acrossthe institutional security do-
main. CAS, for instance, is shipped with plug-
ins, con guration les and documertation suit-
able for a smooth uPortal integration and in-
cludes layered authentication. Howewer, these
systems generally provide few or no authorisa-
tion methods. Therefore, it is the remit of the
application(s) to accesghe attributes exchanged
via Shibboleth and collected at the WebISO au-
thentication point or/ and use local authorisa-
tion system(s) available (e.g. LDAP), and ag-
gregate the attributes. It is worth mertioning
that LDAP could also be used by the WebISO
systemfor the purposeof authentication.

To conclude, a Shibboleth-aware Portal might
be the entry point for users seamlesslyaccess-
ing protected resourcesand servicesacrossdif-
ferent information and computational environ-
mernts, suitable for inter-institutional collabora-
tions in the corntext of VREs. The secondap-
proach seemssuitable and scalableas many in-
stitutions have already made signi cant e ort
on WeblSOs(e.g. WebAuth at Oxford, CAS at
Bristol) and the JISC is investing in Shibboleth
asthe likely next generationaccessnanagemen
systemfor the UK's Higher and Further Educa-
tion with direct impact in the JISC IE [37].

5 Summary and Future Work

Our conclusionfrom Phase 1 of the evaluation
is that members of both the developmert teams
and managemenm of seweral project have found
Salai to be useful as a collaboration tool. The
ability to easily maintain a group of peoplewho
cansecurelyshareresourceshasbeenfound to be
appealing to project managersand secretaries.
This is an outcome which we had not predicted
at the start. Just asimportant as eas-of-useis
the fact that Sakai canbe maintained asarobust

ernvironment for which we have found the fully-
supported Oracle implementation on the NGS
vital.

For those in Phase 2, the use of Grid based
tools is not yet sucien tly advanced to draw
conclusions. The ones available so far have
genericfunctionality and needto be augmerted
by application-speci ¢ tools appropriate to the
projects' researtr domains. The fact that tools
can be made portable using JSR 168and WSRP
hasbeenshown to be useful sothat projects can
selectfrom a repository of portlets and augmert
them in their preferred portal container. There
is also a needto make sud tools available in a
variety of environments, which is why a Service
Oriented Architecture is seento be appropriate
with alternativ e interfacesto programming ervi-
ronments and desktop tools (e.g. GUI based).
Links to existing tools and ernvironments, e.g.
MicroSoft O ce, are clearly important. Stan-
dards are the key here to linking between open
sourceand commercial o erings, aswas demon-
strated using OKI OSIDs and the IMS Global
Learning Consortium speci cations at the recen
international Alt-i-Lab Conference[15] for link-
ing betweenSalkai and various commercial VLES.

Phase3 of the project is ongoingand we are cur-
rently exploring the technical issuesasdescribed
above.

The future goals of this project are to corntinue
the dewvelopmert phasesresulting in a fully in-
tegrated and highly-functional Salai portal for
e-Researh. A report on the ewaluation phase
will be provided at the end of the project.
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