A Report on Experiences Operating the Globus Toolkit
through a Firewall

Verson 1, September 2001.

Mark Baker, Hong Ong, Garry Smith,
Digributed Systems Group,
University of Portsmouith,
Portsmouth, UK

Abstract

This report details experiences encountered whilst investigating the use of the Globus
Toolkit through a firewdl. The invedtigation centered on the use of a sngle firewdl
with a number of different configurations. The primary gpproach involved opening
sdected ports on the firewdl, used by Globus services, and ‘pinning open’ other
unprivileged ports to alow subsequent communicetions. The second gpproach was
based on a port-tunnding paradigm, implemented using the Nexus Proxy extenson to
Globus.

1 Introduction

Frewdls ae an important pat of many organizations network —security
infrastructure.  However, in order to paticipate in a Grid, an organization's
computational resources must be avalable to authorized grid users externd to that
organization, typicaly viathe Internet.

This report investigates the use of the Globus Toolkit [GlobusO1] through a firewal.
In paticular it provides practicd information that an organization might use to
configure ther firewdl for use with the toolkit. Firgly this report presents the “port
pinning” approach favoured by the Globus team. This involves opening specific
firewdl 1P ports to dlow Globus traffic to pass through fredy. Two firewal
configurations are conddered and ther effect on the successful operation of Globus
highlighted.  Secondly, the Nexus Proxy [nexus-proxyOl], port tunneling extenson to
Globus was invesigated. The am of this software is to reduce the number of open
firewdl ports required, by multiplexing and tunnding al Globus communications
through a specified port.

Section 2 of this report presents Globus network information required for opening
firewdl ports. Section 3 provides deails the locd test environment; including high-
level detalls of firewal configurations. Section 4 provides brief detals of firewal rule
testing, while section 5 presents the firewal tests in detal introducing the Globus
commands used and the resulting TCP connection requests gpplied to the firewall.
Section 6 briefly discusses port range issues. Section 7 describes firewdl port
configurations, section 8 presents issues highlighted during Globus testing and section
9 provides a resolution to one of those issues. Section 10 concludes the port pinning
investigation with a short summary. The Nexus Proxy is examined in section 11 and



tes results presented. Findly, section 12 concludes the report with a summary
containing recommendations and mentions some outstanding issues.

2 Globus Port Information

Table 1 presents the information Globus have published [globus-firewdlOl] detaling
network treffic for the Globus Toolkit. In addition, it should be noted that al TCP
connections have a return connection on a port above 1024. This information is used
as the bass to configure firewal ports under the ‘port-opening approach’. The
Globus team report that it is possble to redtrict the return connection port numbers by
siting the environment variable GLOBUS_TCP_PORT_RANGE <m n, max>,
causng the Globus libraries to create ligeners with ports within the specified range.
This mechaniam removes the requirement to leave dl unprivileged firewdl ports
open.

Globus Service Globus Networks Ports Trafficdirection
Version
Gatekeeper 113 2119/TCP
Grid Resource 113 2135/TCP
Information Service 2135/UDP
Grid Information 113 Site defined To hosts executing the
Index Service i.e. port 2136 service
GSl SSH All 22/TCP
GridFtp All 2811/TCP (control)
>1024/TCP data return
channel
MyProxy All 7512/TCP From myproxy -init or

myproxy -get-delegation
to the MyProxy server

Table1: Globus Network Traffic

The Globus team goes further to report an unresolved issue with firewdls that
perform network address trandation. In particular the problem lies with the name
selected for use within ahost or gatekeeper certificate:

“ Clients expect to see the same name in the certificate that they get from doing a
reverse lookup on the IP address they are connecting to. [ ...] the IP address they will
be connecting to will most likely be that of the firewall instead of the actual host so
they will expect to see the firewall’ s name in the certificate.” [globus-firewal01]

Requests from externd usars would succeed if the firewdl’s name were in the
certificate, but then interna users would receive mutuad authentication errors because

they expect to see the actud hostname [globus-firewal01].

In view of this, for dl tests conducted in this report, no Internet Protocol (IP) address
masquerading was performed.  This approach was considered appropriate because it is
anticipated that most dtes usng the Globus Toolkit (such as universities, research
|aboratories, and corporations) will have ther own assgned range of legad Internet
addresses, even though afirewal isin place



3 Test Environment

3.1 Platforms

Figure 1 depicts the test environment. The firewd interface ethl is designated as the

externd intarface.
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Table2: Test environment platform information

3.2 Test configurations

Primarily two types of test were carried out between:
1. A saver (n2) ingdethefirewdl, with adient (mar ge) outside.
2. Adient (n2) inddethefirewdl with aserver (mar ge) outside.




These tests were gpplied to two different firewall configurations:
Config 1. Globus service consumer only.
Config 2: Globus service consumer and provider.

Configuration 1 might be used a dtes where users wish to interact with the Grid
purdy in a client role. For example, currently the Globus Toolkit has not been
released for the Windows platform, but users of Windows based systems can utilise
the Java Commodity Grid (CoG) kit to implement Grid client applications. These
applications can then be used through the firewal to connect to Grid servers. In this
configuration, attempts to connect to Grid services within the firewdl fail, because the
necessary ports required to access and use Globus from outside are closed.

3.2.1 Firewall rules

The firewdl implementation, | pchai ns [ipchans00], selected for this project
uses the rule targets outlined in Table 3. In addition, rule syntax is presented in the
gopendix. The firewal rules used during testing are presented later in this report.
Even though the configuraion files have been heavily commented with explanations
for each rule, it is perhgps useful to have some background informetion to the firewal
configuration.

RuleTarget | Description

ACCEPT: Allows the packet through

REJECT: Drops the packet, but (if it is not an ICMP packet) generates an ICMP
reply to the source to tell it that the destination was unreachable

DENY: Dropsthe packet asif it had never been received

RETURN: Identicd to faling off the end of a chain immediady

REDI RECT: | Redirect (UDP or TCP) to another port: valid only for INPUT chain

Table3: i pchai ns RuleTargets

For each network interface default queues exist (user defined queues may dso be
used); | NPUT, OUTPUT and FORWARD. Packet filtering is achieved by gppending
rules to queues. Policies denote the action that occurs if a packet reaches the end of a
default queue without maching any rule within tha queue In the firewal
configurations to come, one should note that the policy for the input queue is dways
set to DENY. In other words, an incoming packet must be explicitly matched to a rule
(i.e. aspecified port and protocol) in order to pass through the firewall.

The firg firewdl configuration to be presented (see section 7.1) has the following rule
architecture:
. DENY ALL,
NO | P MASQUERADI NG,
ALLOW ALL packets from the internd network out,
ALLOW ALL replies (only) in,
ALLOW connection requests on arestricted range of monitored ports,
Unsolicited packets are blocked.




In addition, the second firewdl configuration dlows connection requests to the
Globusportslisted in Table 1 (see section 7.2).

4 Initial Firewall Tests

4.1 IPChains rule matching

Before submitting the firewdl configurations to red Globus network traffic,
i pchai ns was used in a sdf-diagnostic manner to report how the firewal would
react to data packets of a given type and to a given destination.

The following syntax provides such afacility:

| pchains -C <chain> -s <source addr> <port> -d <destination addr>
<port> -p <protocol> -I <interface>

For example, i pchains -C input -s 0/0 80 -d 0/0 80 -p TCP -1 ethil

This command checks the specified packet agangt the firewdl rule base: Inbound
TCP packet on et h1l from the degtination port 80 on any source host to port 80 on
any dedtination hogt.

5 Globus Firewall Tests

The Globus test drategy for each firewal configuration comprised of the following
aress.
Submit asimple job to a chosen compute node:
a.  With and without file staging.
Batch job handling:
b. Submit thejob,
c. Check thejob status,
d. Retrievetheresults.
Search for compute node information in aGIISGRIS.
Perform aremote file copy.

The actua commands used are presented next.

5.1 Globus commands used

These commands reflect those present in the Globus Quick Start Guide [globus-gck-
gde0l] and provide a suitable range to test Globus interaction through a firewdl. The
same set of commands are congstently used throughout this report.

Command
gl obus-j ob-run <hostname> /bin/echo Hello Wrld

gl obus-j ob-run <hostnane> -stage hell o. ksh
gl obus-j ob-submit <hostname> /bi n/ host nane

gl obus-j ob-status <url >
gl obus-j ob-get - out put <url>

oo hlw|N| =
O




7 grid-info-search —h <hostnanme> -p <port>

“(obj ectcl ass=d obusConput eResource)” dn ostype

gl obus-rcp <hostnanme>:/tnp foo /tnp/bar

9a execute gl obus- gass- server & ontarget machine (ur | isreturned)
9b: Ondient: gl obus-url - copy <fromJRL> <t oURL>

Table4: Globus Commandsused for Firewall Tests

(oe]

(o]

Commands 2 and3 are interactive commands. gl obus-j ob-r un isawrapper script
that cdls gl obusrun with arguments indicating the command should be executed
synchronoudy (i.e. the dient command returns the results directly to the cdler). In
command 2, hello.ksh is an executable script that is daged over to
<host nane>, executed and the results returned to the caller. The staged script is
then removed from <host name>. Commands 4,5 and 6 are batch job commands to
dlow job submisson, satus monitoring, and the collection of results. A reference
url for the submitted job is returned to the caler when command 5 returns.
Command 7 is a synchronous command that performs a query on the specified
information resource for Grid infrestructure data, i.e. retrieving the names and
operating sysem types of al compute nodes known to the information source.
Commands 8 and 9 both alow remote files to be copied, however, command 9
requires that the user log into the remote Grid node first and sart a gl obus- gass-
server processto provide access to the remote node' s secondary storage.

5.1.1 Connection Requests

In order to ensure that assumptions about Globus network traffic were correct, the
firewdl was fird placed in a passve, logging mode, between two Globus-enabled
machines. By monitoring incoming traffic on both firewdl interfaces and usng an
ACCEPT-ALL policy, the TCP connection requests for each command were observed.
See Table 5 for an example of the network traffic observed.  In this case the client is
outsde the firewdl and the server within. The direction column indicates the flow of
packets through the firewall:

< Indicates request arrives on the externd firewdl interface from the dient

> Indicates, request arives on the internd firewal interface from the server to

the dient

CmdID Direction | Source Port Destination Port

2 < 1206 2119
> 1048 1204
> 1049 1204
> 1050 1205
> 1051 1205

3 < 1210 2119
> 1055 1208
> 1056 1208
> 1057 1208
> 1058 1209
> 1059 1209

4 < 1212 2119

5 < 1214 1061

6 < 1219 2119
> 1066 1217




> 1067 1217
> 1068 1218
> 1069 1218
7 < 1220 2135
8 < 1225 2119
> 1073 1223
> 1074 1223
> 1075 1224
> 1076 1221
> 1077 1224
9 < 1234 1025

Table5: Example of Network Traffic for each of the Globus Commands

For example, when commaend 2 is initiated, (gl obus-job-run <hostname>
/' bin/ echo Hello Wrld) thefollowing TCP connection requests occur:
a. The client (source port 1206) contacts the server (on the destination port 2119:
gl obus-j obmanager) viathefirewal externd interface
b. The server responds with a series of 4 TCP connection requests back to the
client. The sarver source ports are sdlected incrementaly, while the destination
ports at the client are 1204 and 1205 (in this instance).

Note there is only one connection request for command 4 (from client to server), the
url is returned in a reply packet (Also note the port included in the url is
determined a the server). The connection in command 5 (required to read the batch
job datus) connects to the port identified in the url returned by command 4. In
command 7, the GRIS search is synchronous, the established TCP connection is used
to return the requested data. In command 9 the dedtination port is determined at the
server when the user logs in and invokes a gl obus- gass-server to serve his
client’ srequest for datatransfer.

This part of the invedtigation reveded that an initid assumption; not dlowing TCP
connection requests on unprivileged ports, was incorrect. Table 5 dealy
demongrates that if connection requests on unprivileged ports are blocked then
commands 2,3,6,89 will fal when the dient is located within the firewdl and the
saver outdde.  This is dgnificant because unlike the wel-known Globus service
ports (such as gatekeegper and MDS) usage of these other ports varies and will be
unknown in advance (although arange can be defined).

6 Globus Port Range

In order to utilise a redricted range of open ports through the firewdl (in the
following example; ports 3000 to 6000), the Globus Toolkit must be condrained to
operate within this range. For example when TCP connection requests are initiated n
response to the commands 2,368 in Table 1. This port redriction is achieved
through the use of the GLOBUS_TCP_PORT_RANGE ewironment vaidble This
vaiable mugt be st in the environment in which the Globus command or daemon
executes.



6.1 Port Security

If externd TCP connection requests on al unprivileged ports are permitted to pass
through the firewdl, then the GLOBUS_ TCP_PORT_RANGE redriction is not
required. However, it is anticipated that many Grid gtes will take a cautious atitude
by providing arestricted range of ports.

Furthermore, redricting the Grid hogts permitted to receive incoming connections at
the firewdl would enhance such an approach. Equaly, incoming Grid hods might be
filtered by the firewdl; but in a large Grid environment this could result in a very
large number of packet filtering rules to accommodate dl permitted externd Grid
nodes.

7 Firewall Configuration

The following firewdl configurations were used for tesing Globus in combination
with arange of open unprivileged ports.

7.1 Firewall configuration 1

This is a client only configuration. The node behind the firewdl is only regarded as a
Globus consumer. Ports in the firewal are blocked preventing incoming requests on
the Globus service ports. The origind configuration did not dlow connection requests
on the unprivileged ports. However, ater examining the flow of Globus command
connection requedts, this requirement was relaxed to incdude a smdl number of
unprivileged ports. The highlighted text in the figure beow indicates the changes
made to the incoming port address range.

RULE SET #1 Daresbury Configuration

This configuration is intended to provide the functionality observed while at
Dar esbury | ab.

These rules allow hosts inside the firewall to initiate conmunication with
the outside world. (basically all outgoing packtets are free to pass out) TCP
conections can be established frominside and the replies allowed back in.
TCP connection attenpts from outside are prevented ( unless they arrive on a
speci fied range of unprivilidged ports — included as a |ater addition)

The | CMP protocol is not subject to restriction

UDP for DNS is allowed in.

I P spoofing on external interface is blocked

Al'l other incom ng protocols are bl ocked
I NPUT CHAIN, POLICY IS DENY by default (Drop all packets that do not match

any rule.)
i pchai ns -P input DENY

HH HHHHHFHHHFHHH

#Al | ow packets on the | ocal |oopback adapter
i pchains -A input -i lo -j ACCEPT

# Accept connection requests on a specified range of unprivileged ports
i pchains —A input -1 ethl -s 0/0 -d 0/0 3000: 6000 —p TCP -y —j ACCEPT

# Log all incom ng connection requests
i pchains —A input -l ethl —p TCP -s 0/0 -y -

# Only allow TCP connections in through the external interface if they are not
# connection request packets. ie the TCP packets are in response to a request
# initiated frominside the firewall
# Applies to all source |P addresses




ipchains -A input -i ethl -p TCP -s 0/0 ! -y -j ACCEPT

# Default input chain policy is deny. we need to renpve restrictions on

# the internal network interface. Allow all packets frominternal network
# unrestricted access

i pchains -A input -i ethO -s 0/0 -j ACCEPT

# Default policy is DENY
# ICMP is not restricted for the monment. ALLOWICMP. Allow on all interfaces
i pchains -A input -p ICWP -s 0/0 -j ACCEPT

# All ow DNS | ookups. We could specify from which sources DNS packets will
# come from Leave open to any host for the moment. 42 is service num for DNS
i pchains -A input -p UDP -i ethl -s 0/0 -d 0/0 42 -j ACCEPT

# Prevent |P spoofing on the external network interface (ethl)
# Don't want anyone pretending to be frommy internal network.
# Log and DENY these packets

i pchains -A input -i ethl -s 192.168.100.0/24 -1 -j DENY

# If no rule is matched when we get here then the packets (any protocol/ any
# source) get DENI ED (Dropped with no | CMP destination unreachable reply!)

Figure2: Firewall configuration 1

7.2 Firewall configuration 2

This configuration is derived from configuration 1. In addition the reevant ports have
been opened to receive incoming communication requests for each of the Globus
Services (see Table 1). All incoming TCP connection requests are logged by default
while dl outbound communications remain unrestricted.

# This configuration is based on functionality observed while at

# Daresbury lab. In addition G obus ports have been opened in conjunction with the
base Daresbury configuration

These rules allow hosts inside the firewall to initiate comunication with
the outside world. (basically all outgoing packtets are free to pass out) TCP
conections can be established frominside and the replies allowed back in.
TCP connection attenpts from outside are prevented

The | CMP protocol is not subject to restriction

UDP for DNS is allowed in.

| P spoofing on external interface is blocked

All other incom ng protocols are bl ocked

I NPUT CHAIN, POLICY IS DENY by default (Drop all packets that do not match
any rule.)
i pchains -P input DENY

HHE OBHEIHWEED

#Al | ow packets on the | ocal |oopback adapter

ipchains -A input -i lo -j ACCEPT

# Pin open a range of ports for incom ng connection requests

i pchains —A input -1 ethl —-s 0/0 -d 0/0 3000: 6000 —p TCP -y —j ACCEPT
# Log all incom ng connection requests

i pchains —A input -1 ethl —p TCP -y -

# Only allow TCP connections in through the external interface if they are NOT
# connection request packets. ie the TCP packets are in response to a request
# initiated frominside the firewall

# Applies to all source |P addresses

i pchains -A input -i ethl -p TCP -s 0/0 ! -y -j ACCEPT

# Default input chain policy is deny. we need to renopve restrictions on

# the internal network interface. Allow all packets frominternal network
# unrestricted access

ipchains -A input -i ethO -s 0/0 -j ACCEPT

# Default policy is DENY
# ICMP is not restricted for the monment. ALLOWICMP. Allow on all interfaces
i pchains -A input -p ICWP -s 0/0 -j ACCEPT




# Al'l ow DNS | ookups. We could specify from which sources DNS packets will
# come from Leave open to any host for the nmonent. 42 is service num for DNS
ipchains -A input -p UDP -i ethl -s 0/0 -d 0/0 42 -j ACCEPT

# Prevent | P spoofing on the external network interface (ethl)
# Don't want anyone pretending to be fromnmy internal network.
# Log and DENY these packets

i pchains -A input -i ethl -s 192.168.100.0/24 -1 -j DENY

##### G obus port additions to the base configuration #####

# Al'l outbound traffic is allowed fromwithin the firewall in this configuration, so
out bound

# connections do not need opening. Log all incom ng connection requests.

# Allow incomng TCP connection requests on the external interface to the Gatekeeper
(port 2119)
i pchains -Ainput -s 0/0 -d 0/0 2119 -p TCP -y -i ethl -1 -j ACCEPT

# Al ow i ncomi ng TCP connection requests to the GRI'S (port 2135 tcp) on the externa
interface

ipchains -Ainput -s 0/0 -d 0/0 2135 -p TCP -y -i ethl -1 -j ACCEPT
# Open the GRIS UDP port as wel
i pchains -A input -s 0/0 -d 0/0 2135 -p UDP -i ethl -1 -j ACCEPT

# Al'l ow TCP connection requests to the site G IS on the external interface
# We should specify the | P address of the

# A1S, but will leave open to any internal host at the noment for testing purposes
(We use port 2136 for GIYS).
i pchains -Ainput -s 0/0 -d 0/0 2136 -p TCP -y -i ethl -l -j ACCEPT

# All ow TCP connection requests to GidFTP on the external interface
# (2811/tcp: control channel) . Check the data channel ports

ipchains -A input -s 0/0 -d 0/0 2811 -p TCP -y -i ethl -1 -j ACCEPT

# All ow TCP conection requests to Gri dSSH on the external interface. (22/tcp)

# This will allow requests in for regualr SSH al so. Currently destination nmachine is
not

# restricted.

ipchains -A input -s 0/0 -d 0/0 22 -p TCP -y -i ethl -1 -j ACCEPT

# All ow TCP connection requests to MyProxy (7512/tcp)
ipchains -Ainput -s 0/0 -d 0/0 7512 -p TCP -y -i ethl -1 -j ACCEPT

# 1f no rule is matched when we get here then the packets (any protocol/ any
# source) get DENI ED (Dropped with no | CMP destination unreachable reply!)

Figure 3: Firewall Configuration 2

It is worth noting that the Grid Security Infrastructure Secure Shell §sh), which uses
the same port as regular ssh, is open for bi-directiond communicaions through the
firewdl. This implies that regular ssh will dso operate through the firewal in a bi-
directiond manner; ssh connection requests initisted from hodts outsde and within
the firewdl will be etablished. The firewdl adminidrator will therefore be required
to redtrict usage based on source and/or destination network address in order to
provide a higher leve of security.

8 Issues highlighted during Globus testing

Two primary issues were highlighted during the firewdl tests. The fird was the
falure to obtain batch job status information because the URL, returned during batch
job submission, contained an ingppropriate port number, therefore failing firewal port
regtrictions to the server. The second issue related to the occasond miss numbering
of ports, causng TCP connection requests, in response to client commands, to fall a
the firewall.
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8.1 Batch job status information

While batch job submisson and result retrieval worked correctly, the batch job status
command, gl obus-j ob- st at us, (command 5 in Table 4) faled when the server
was located behind the firewall.

An examination of Table 5 reveds that gl obus-j ob-subnmit makes a dngle
connection request to the Globus gatekeeper (on port 2119; open on the firewal). The
job URL is returned in a response packet within the same sesson. Therefore, the
command completes without hindrance from the firewadl. Equdly, gl obus-j ob-
get - out put intialy performs a connection request to the Globus gatekeeper. Job
output is subsequently returned to the client usng connection requests that adhere to
the GLOBUS_TCP_PORT_RANGE st a the dient. In this case, the client is not
located behind another firewall, so the restricted port range returned is not required.

In comparison gl obus-j ob- st at us connects directly to the port, specified in the
url returned by gl obus-j ob-subm t. The port is st a the server, but initia
attempts to redtrict the range of ports used failed. In order for this command to work,
the GLOBUS_TCP_PORT_RANGE variable must be passed to the job manager's
environment. While the environment is read by the job manager code, this approach
fals because the Globus gatekeeper is started by i net d (following a default Globus
deploy). Because i net d is not a login process, atempts to set the environment fail
(for example usng / et ¢/ profil e). Equaly, the Globus daemon startup script has
no effect. There does not appear to be a way in a default Globus ingal, to pass the
port range environment variable to the job manager. Section 8.3 discusses potentia
solutions to this problem.

Conversdy this problem did not arise when the dient was located indde the firewdl,
the batch job status command succeeded every time.  Successful operation occurred
because
a. The outgoing firewdl ports were unrestricted so the client had freedom to send
Out connection requests on any port.
b. The sarver was not located behind another firewdl that might block
connection regquests on the given port.

8.2 Port miss numbering

Setting the GLOBUS_TCP_PORT_RANGE to include a high numbered end port
caused problems. For example, the gl obus- gass-server would conggently
assgn a pot one greater then the highend port defined in
GLOBUS_TCP_PORT_RANGE. For example if the range were defined as 40000 to
60000, the port number returned after sarting gl obus- gass- ser ver would be
60001.

Equdly, gl obus-rcp (command 8) often faled when the dient was located within

the firewadl. In responding, the server would try one of the return connection requests
on a port one higher than the specified port end range, eg. 16001.
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Thus in both cases the firewdl blocked the incoming connection requests which
caused the commands to fal. This problem has not yet been resolved, but a
workaround has been found by reducing the port range to include a lower numbered
port as the range high point. Subsequent testing used ports between a range of 3000
to 6000 with ro ill effects. Initid results appear to indicate the Sze of the range is not
a problem, purdy the dze of the high-end port number. Further invedtigation is
required to determine the full extent and cause of the problem.

It was ds0 found that the gl obus- gass-server port miss numbering could be
avoided by passing the gass-server the —p <port nunber > switch. This
approach is now preferred over seiting the port range environment variable on the
server.

8.3 Potential Solutions

The falure of the gl obus-j ob-status command is due to the gl obus-
j obmanager dlocating a port that conflicts with the server's firewal port policy.
In particular, the job manager’'s default behaviour is to include the next available
unprivileged port address within theURL, returned after job submisson. Although the
job manager does read environment informetion, it is not possble to pass the
GLOBUS_TCP_PORT_RANGE environment variable to the job manager, because
1) The gatekeeper is controlled by i net d, in a default Globus
deployment. This implies that it is environment of i netd
that is read; i netd is not a login process 0 therefore
mechaniams like /et c/ profil e have no effect on the
environmen.
2) Globus configuration files are not read for port redriction
information.  Therefore another mechanism mugt be found to
achievethis

It is entirdy possble to log into the reevant server and retrieve baich job datus
information locdly from that server. This implies a remote communication channd
(eg. ssh) is avaladle. But this approach is not consdered further because it breaks
the philosophy of the toalkit.

A number of potential candidates that do exist include:

Leave dl unprivileged ports open on the firewdll.

Leave only low numbered unprivileged ports open on the firewall.
Start the Globus gatekeeper as a daemon.

Modify the gatekeeper.

Redeploy usngthe—h host option.

agrwdDPE

The first two options are smply workarounds at the firewdl level. Option 1 is the
amplest, but dilutes the drength of firewal protection. In option 2 a number of low
unprivileged ports may be opened for incoming connection requests. Initidly this
approach would work, but in a busy Grid environment, port assgnments would soon
exceed the range of low numbered ports open a the firewal; it is clear that a
mechanism at the server is dill required to congtrain port usage.
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In option 3, the gatekeeper would be specified as a daemon in the / et ¢/ gl obus-
gat ekeepeers. conf file before loca deployment. The
GLOBUS _TCP_PORT_RANGE environment variable could be set and the daemon
garted within that environment by the root user. The disadvantage of this approach is
the additionad overhead incurred and the lack of process monitoring. | net d reduces
the former (puts the process to degp when not in use) and provides the latter. Because
a redeploy is required to achieve this, it is clear that option 5 is potentidly a better
approach.

Option 4 requires the most effort, but it is reported that some Stes (including Sandia)
have modified the Globus gatekeeper code to obtain port range information from the
gatekeeper configuration file (<gl obus- depl oy>/ et ¢/ gl obus- gat ekeeper . conf).
This informetion is then used to set the GLOBUS TCP_PORT_RANGE environment
vaiable before the job manager is sarted, thereby forcing gl obus i o to adhereto
the specified range. It is reported that the motivation behind this approach was that it
was “seen as a secure method”. [JohnsonOl1] It is anticipated however, tha the
mgority of dtes will prefer not to incorporate non-standard changes to their Globus
deployment.

Findly, it has been reported that option 5, redeploying Globus with the —host flag
produces a job manager shell script wrapper. Environment information can then be
inserted into this wrapper. Unlike option 4, nonstandard dterations to code and
configuration files are avoided; therefore this approach is deemed to be optimd for
most Globus ingtdlations.

9 Approach to solving Gatekeeper port pinning

9.1 Redeploy

Cdlinggl obus-1 ocal - depl oy withthe—host <host name> switch causesa
Bourne shell wrapper to be created for the job manager when Globus is (re)deployed.
Thewrapper, <gl obus- depl oy>/11i besec/ gl obus-j obmanager ,isshown
in Fgure 4 after a successful (re)deployment. The file must be edited manudly to
insert the GLOBUS _TCP_PORT _ RANGE environment variable (see highlighted text).

#! [/ bin/sh
GLOBUS_HOSTNAME=I| 54
export GLOBUS_HOSTNAME
GLOBUS_TCP_PORT_RANGE=12000, 16000
export GLOBUS_TCP_PORT_RANGE
exec /opt/globusl. 1. 3/1ibexec/ gl obus-jobmanager "$@

Figure4: Wrapper to globus-jobmanager

During the deployment process the job manager binary is moved to <gl obus-
depl oy>/1i besec/ gl obus-j obmanager asdenotedin Figure4.

On garting Globus after the deployment, the test machines reported the error,
/bin/sed: can't read /opt/globusl.1l. 3/etc/globus-jobmanger.conf No
such file or directory.
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While the file does indeed exig, it is in fact O bytes long. Figure 5 depicts the contents
of the same file present on another system, which was not deployed using the —host

flag. This information was used as a template to manudly populate the new
deployment’s 0 bytefile.

-hone /opt/globusl. 1.3

-e /opt/globusl.1l. 3/1ibexec

-gl obus-org-dn 'dc=csm dc=port, dc=ac, dc=uk, o=Gid'

- gl obus- gat ekeeper-host 'marge.csm port. ac. uk'

- gl obus- gat ekeeper-port '2119'

- gl obus- gat ekeeper -subj ect '/ O=Gri d/ O=A obus/ CN=nar ge. csm port. ac. uk'
- gl obus-host-dn ' hn=marge. csm port. ac. uk, dc=csm dc=port, dc=ac,
dc=uk, o=Gid'

- gl obus-host -cputype i 686

- gl obus- host - manuf act urer unknown

- gl obus-host-osnane | i nux

- gl obus-host-osversion 2.2.17-33. beosnp

Figure5: Example contents of globus-jobmanager .conf

Further  invedigation dso reveded another O byte file,  <gl obus-
depl oy>/ et ¢/ gl obus- servi ces, was caudng client job-submisson requests to fall
with the error:

“GRAM j ob subm ssion failed because the gatekeeper failed
to find the requested service (error code 97) ".

This issue was resolved by editing the file with the necessxry job manager
information. Figure 6 depicts the information required for the fork job manager.

j obmanager stderr_log,local _cred - /opt/globusl. 1. 3-host-

wr apper/|ibexec/ gl obus-j obmanager gl obus-j obnanager -conf

/opt/ gl obusl. 1. 3- host -w apper/ et c/ gl obus-j obmanager. conf -type fork -
rdn j obmanager -nmachi ne-type unknown

Figure 6: Fork job manager specification

9.1.1 Redeployment summary

The modifications previoudy described proved successful in enabling the Globus job
manager to reference port range information. Subsequent testing of the Globus batch
job commands, in paticular gl obus-j ob-status, completed successfully.
Although a full range of ports were not tested, a the 3000- 6000 port range, the
server’s job manager consistently returned port addresses within the specified range.

It appears that the gl obus-j obmanager wrapper can also be created manudly,
avoiding the requirement to redeploy. Although this has not yet been tested, the
process appears to be smply:
a. Move<gl obus-depl oy>/11i bexec/ gl obus-j obmanager to
<gl obus-depl oy>/1i bexec/ _gl obus-j obmanager.
b. Create the wrapper as in Fgure 4. Ensure it is world read and
executable.
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Cc. Insat the GLOBUS_TCP_PORT_RANGE environment variable and
export.
These steps may prove to be substantialy quicker (if no other issues arise) than
performing the redeployment.

10 Globus firewall port range summary

The Globus Toolkit has been tested with two firewdl port configurations utilizing a
method favoured by the Globus project. A range of unprivileged ports were opened at
the firewdl and an environment varigble used to direct Globus network
communications to this open range.

The firg * Grid consumer-only’ configuration was used to investigate the success of
Grid client operation from indde a firewdl. The second firewdl configuration was
used to test the operation of a server both ingde and outside the firewall.

Two primary issues were highlighted. The fird was the falure to obtain batch job
datus information, due to the assgnment of a job URL with an ingppropriady
numbered port.  Although assigned by the server's job manager, firewal port
regtrictions were ignored. This issue was resolved by creeting a shell wrapper to the
gl obus-j obmanager and assgning port restrictions within the wrapper.

The second issue rdated to the occasona miss numbering of ports, causng TCP
connection requests, in response to client commands, to fal a the firewdl. Errors
were obsarved across a number of port range settings. Further investigation is
required to determine the cause of this problem. However, the range of 3000 to 6000
was consigtently used during testing without error.

It was found that gl obus- gass-server port miss numbering could be avoided
by specifying the port number on the command line when the server was darted,
ingead of rdying on the GLOBUS_TCP_PORT_ RANGE environment variable.

If both these issues are taken into account, the necessary firewall ports opened, and
the GLOBUS_TCP_PORT_RANGE variable exported to the client’s environment, then
the Globus toalkit will execute correctly through afirewall usng this mechanism.

11 The Nexus Proxy

The Nexus Proxy [nexus-proxyOl] is dedgned to extend the Globus Toolkit
communicaions infragructure to dlow Globus interaction through a firewdl. In
particular the Nexus Proxy relays “TCP communications to provide a communication
mechanism beyond the firewall and between nodes which have local 1P addresses’.
[TanakaDl] Specificdly this means that the number of ports that must be opened at
the firewdl are greetly reduced.

11.1Background
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“The basic mechanism of the Nexus Proxy is similar to the SOCKS protocol. Snce
the SOCKS protocol does not support the handling of passive open sockets however,
we can not utilize SOCKS as a proxy server in the Globus system” [Tanaka0l]

The Nexus Proxy comprises of an inner server and an outer server. The inner server
resdes within a ste, and the outer sarver  resides externdly to the ste and firewall.
Both proxies are daemon processes. The Nexus Proxy provides modifications to the
Globus source code causing proxy enabled versonsof connect () and bi nd() to
be used. Additiona environment variables and proxy server address information is
required to utilise the Nexus Proxy infragructure.  When a dlient process from within
the firewdl tries to connect to a remote host (or bind to a socket), a relay request is
transmitted to the Nexus Proxy outer server; the client does not cdl the regular
connect () orbi nd() functionsdirectly.

“In the Nexus Proxy system, only the communication port from the outer server to the
inner server must be opened in advance, i.e. the firewall must be configured to open
the port” [Tanakall]. Globus communication utilisng only this communication
channd promises to provide a usgful mechaniam to firewal adminigtrators wishing to

purely open the minimum number of ports possble in order to dlow Globus
operation.

11.2Version information

The Nexus Proxy is reported to support Globus 1.1.3 and 1.1.4. The mantainers
highlight that while MPICH-G on Globus 1.1.3 works correctly; MPICH-G2 on
Globus 1.1.4 currently does not. However, it has aso been reported that software
maintenance has recently re-started, so issues such as this may soon be resolved.
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11.3Test configuration

Inner Server

Duter Server

port 1011 .~

,.-Ff
" port 1011
-

eth -"] _l

eth( -
External mardges

Internal

Figure 7: Nexus Proxy test environment

The following conditions and requirements, detailed in the Nexus Proxy ingdlation
guide [Tanaka01] were met for the following tests:

Condition

Globus resources are placed within the firewal. The firewal is a deny based
firewdl; dl communication ports are closed for both directions. In fact the
firewdl is purely logging connection requests s0 that network interactions can be

viewed.

Requirements

a

b.

C.

The Nexus Proxy outer server is required to run outside the firewal

The Nexus Proxy inner server is required to run ingde the firewal

Any port on the outer server must be permitted to connect to the specific
Nexus Proxy daemon port on the inner server.

Both sysems n2 and | 54 ae indaled with RedHat Linux 6.2 (kernd: 2.2.14-5.0,
i586) and deployed with the Nexus Proxy paiched verson of Globusl.1.3. In the
following tests, commands were launched from ether | 54 or n2 to the opposte
mechine. The firewal was only logging TCP connection requests on the externd
firewdl interface (both INPUT and OUTPUT chans); no filtering redrictions were

active.

Due to the problems encountered, initid testing centered on the use of only two
Globus commands.

a Interactive submisson of thecommand/ bi n/ host nane.

b. A grid-info-search to reurn the diginguished name and
operating system of Globus compute resources known to the loca
target machine' s Grid Information Service (GIS).
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11.4 Installation

The Nexus Proxy provides additiond libraries to the Globus Toolkit and therefore
must be indaled on the target machine before Globus is compiled. Any exising
Globus deployment must be removed, the Nexus Proxy source compiled and the
Globus source patched with the Nexus Proxy enhancements. Theresfter the Globus
toolkit is built and deployed in the usud way, with the exception that some additiona
Nexus Proxy options must be added to gl obus-install. The inddlaion is
graightforward and trouble free.

The only issue raised throughout the whole process was the absence of a referenced
file (/ hone/ garry/ nexus- gl obus/ gl obus/ | nf or mat i onSer vi ces/ nds/ servi ces/
grid-info-site-backend.in) while goplying the Nexus Proxy patch to the Globus
source. The default responses were given to the patch utility Assune -R [ N] and
Apply anyway? [N]) causng the patch to be skipped. The remaning patches
were gpplied without further issues.

11.5 Operation

To use the Nexus Proxy, the outer server daemon (and inner server if required) must
be invoked. A configuration file for each daemon is used to specify the address range
from which the Nexus Proxy is permitted to accept bind and connect requests.

However, Nexus Proxy functiondity does not become active unless the environment
vaiablesNEXUS PROXY_OUTER_SERVER andNEXUS_PROXY_| NNER_SERVER
ae assgned within the user environment from which Globus jobs are executed.
These variddles reference the server hostname and port for the associated inner or
outer sarver daemon. If the environment variables are not st in the current
environment, then the normad Globus communication mechanisms ae employed.
Wrapper scripts to agpplications (or C function cdls, eg. put env, embedded within
the gpplication) can be used to populate the environment variables with appropriate
Nexus Proxy daemon information.

11.6 Testing

11.6.1 Initial comments

During testing, data packets going to nortdesignated ports were logged over the
firewdl. Therefore, in addition to the user environment, the Nexus environment
variables were exported to the Nexus Proxy daemon environment space on both the
inner and outer servers as a precaution.

The Nexus Proxy indalation manud denotes that the inner server is optiond if the
outer server can directly communicate with the computing resources [TanakaOl].
This implies the rdaed environment variable is optiond too. However the following
error is issued if the inner server variable is not assgned (and the outer server varigble
is) when a Globus job is submitted:

t0: pl790: Fatal error: tcp_init(): globus_ io tcp create_|istener()
failed
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11.6.2 Test 1: globus-job-run

11.6.2.1 From outer server toinner server

Job submisson from | 54 (outer server) to n2 (inner server) consgently faled due to
mutua authentication falure. See Figure 8.

[garry@54 garry]l$ gl obus-job-run n2 /bin/hostnane
GRAM Job subm ssion failed because authentication failed:
GSS status: mmjor: 000f 0000 m nor: 00000000 token: 00000000
GSS_S UNAUTHORI ZED - wrong gat ekeeper or service
Function:gss_init_sec_context Reason: Mutual authentication
failed
Expected target subject name="/CN=host/I|54.csm port.ac. uk"
Target returned subject name="/O=Gri d/ O=d obus/ CN=n2. dsg-
cluster.csm port.ac. uk”
(error code 7)

Figure 8: Nexus Proxy Mutual Authentication Failure

The eror output was unexpected. While the target name returned is correct, the
expected target subject name is not; the name refers to the submitting host and not the
target specified on the command line.  Furthermore, the firewdl log reveds that the
client tried to contact the server (n2) on port 2119. The Nexus Proxy environment
variables were exported correctly beforegl obus- j ob- r un executed.

Under the norma verson of Globus this command executes correctly. However,
removing the environment variables to confirm this caused the following fatd error:

t0: pl673: Fatal error: tcp_init(): globus_io tcp create_|istener()
failed

In fact al subsequent job execution atempts caused this error to occur, until the client
was redtarted. Thereefter, the command succeeded as expected under norma Globus

operation.
11.6.2.2 From outer server to localhost

The command was issued again, but this time localy on the submitting host (the outer
server in this case). As noted above, the ‘expected target subject name was set to the
diginguished name of the locd host.  Executed locdly, gl obus-j ob-run
completed successfully returning the hostname ‘| 54°.

It interesting to note that even though the command executed locdly, treffic dill
passed over the firewal (Table 6). Connection requests from | 54 use the designated
port 1011, however, return connections include 1049 and 1053. If the firewal were
blocking al but the designated Nexus port (1011) (for incoming and outgoing traffic)
then this interaction would have faled. Clearly, sdting the environment varidble in
the inner server's daemon environment does not result in port redriction on
connections established from insde the firewall.
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From To
192.168.1.4:1063 192.168. 100. 2: 1011
192.168. 100. 2: 1028 192.168. 1. 4: 1049
192.168. 1. 4: 1065 192.168.100. 2: 1011
192.168. 100. 2: 1029 192.168.1.4: 1049
192.168.1.4: 1067 192.168. 100. 2: 1011
192.168. 100. 2: 1030 192.168.1.4:1053
192.168.1.4: 1069 192.168. 100. 2: 1011
192.168. 100. 2: 1031 192.168.1.4: 1053

Table6: Nexus Proxy - globus-job-run localhost - firewall traffic

11.6.2.3 From inner server to outer server

Executing the same command from the inner sarver (n2) to the outer server (I 54)
caused gl obus- j ob- r un to receive the following error:

[garry@2 garry]$ gl obus-job-run |54 /bin/hostnanme
GRAM Job subm ssion failed because the job nmanager failed to open
stdout (error code 73)

The TCP connection requests logged over the firewdl took the form illustrated in
Table 7. The initid four requests were directed to port 1011 on the outer server.
However then a connection to outer server port 2119 was edtablished, followed by
connections to ports 1116, 1114 and1112. The only connection request from the
outer to the inner server arrived on port 1113. Even if the firewal were configured to
dlow outgoing connection requests on 1011, 2119 and the range of 111n ports, the
whole interaction would potentidly have faled due to the incoming request on port
1113 a the extend firewdl interface. Redirecting st dout and st derr to file
(relative to the job execution directory) caused the command to hang.

From To

192.168. 100. 2; 1044 192.168. 1. 4: 1011
192.168. 100. 2; 1046 192.168. 1. 4:1011
192.168. 100. 2;: 1048 192.168. 1. 4: 1011
192.168. 100. 2;: 1049 192.168. 1. 4: 1011
192.168. 100. 2; 1050 192.168. 1. 4: 2119
192.168. 1. 4:1120 192.168. 100. 2;: 1113
192.168. 100. 2; 1051 192.168.1.4:1116
192. 168. 100. 2; 1052 192.168.1.4: 1114
192. 168. 100. 2; 1053 192.168.1.4; 1112

Table7: Nexus Proxu - globus-job-run - TCP connection requestsfrom the
inner to the outer server

11.6.2.4 From inner server to local host

Fndly, gl obus-j ob-run from inner sarver to | ocal host causad the following
error:
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[garry@2 garry]$ gl obus-job-run n2 /bin/hostnane
GRAM Job submi ssion failed because authentication failed:
GSS status: mmjor: 000f 0000 m nor: 00000000 token: 00000000
GSS_S_UNAUTHORI ZED - wrong gat ekeeper or service
Function:gss_init_sec_context Reason: Miutual authentication
failed
Expected target subject name="/CN=host/I|54.csm port.ac. uk"
Target returned subject name="/O=Gri d/ O=d obus/ CN=n2. dsg-
cluster.csmport.ac.uk"” (error code 7)

Again, the expected subject name is returned as the host name for the outer server,
while the actud returned target name is the inner server’s host nane. The associated

firewal log isdepicted in Table 8.
From To
192. 168. 100. 2: 1075 | 192. 168. 1. 4; 1011
192.168. 100. 2: 1077 | 192. 168. 1. 4; 1011
192. 168. 100. 2: 1079 | 192. 168. 1. 4; 1011
192.168. 100. 2: 1080 | 192. 168. 1. 4; 1011
192.168. 1. 4: 1145 192. 168. 100. 2: 2119
192.168. 100. 2: 1081 | 192. 168. 1. 4: 1144
192.168. 100. 2: 1082 | 192. 168. 1. 4; 1142
192.168.100. 2: 1083 | 192. 168. 1. 4; 1140

Table8: NexusProxy - globus-job-run - TCP connection requestsfrom theinner
server tolocalhost

11.6.3 Test 2: grid-info-search

The last command to be tested with the Nexus Proxy was gri d-i nf o- sear ch.
The Grid metadata service does not currently use the Globus security infrastructure,
therefore, gri d-info-search requests to dther host complete successfully
without the mutual authentication issues noted earlier. It was presumed the LDAP
port specified on the command line would be tunneled through the nexus proxy port.
However, this proved not to be the case. The firewall log reported port 2135 was il
used. If the port number is omitted on the client command line then the error
" dap_bi nd: Can't contact LDAP server", isreturned as expected.

11.7Nexus Proxy Summary

The use of a wrapper to set Nexus Proxy environment information implies that the
user can Smply stage code to the outer server in order to have it execute on a job
manager within the firewdl.

However, this requires that the user is aware of the correct vaues for the inner and
outer servers. In a large Grid environment it gppears that the user may potentialy
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have to remember the inner and outer server setings for each dte they connect to,
which implement the Nexus Proxy.

This assumption, however, appears flawed; whilst executing a Globus job on the outer
saver does cause the job manager to peform network communications over the
firewdl to the inner server, the returned result is by this definition, incorrect. The
network behaviour implies that a job manager on the inner server executes the
request. However, the submitted job, namely to display the hostname of the executing
server, returns the outer server’s hostname.

If it were not for this returned hostname, or the indalation documentation examples,
one might assume the execution modd would be as follows:

1. Submit ajob to the outer server.

2. The outer server then passes the job to the inner-server job
manager. The job is then tunnded through the specified
nexus proxy port to pass unrestricted through the firewdl.

3. Theinner server job manager executes the job.

4. Reallts are returned back through the firewdl to the server on
non-specified ports.

5. Theresaults are returned from the outer server to the cdler.

Another issue is the use of non-designated ports for some TCP connections requests
issued during the processng of Globus job submisson commands (i.e. gl obus-
j ob-run). Furthermore, it appears strange that commands to return Globus resource
information are not piped through the inner/fout server communication ports.  Instead,
a connection directly to the target machine€s Grid Resource Information Service
(GRIS) is requested on the default port of 2135 across the firewdl. This implies that
additiond firewdl ports must be opened, in effect contradicting the Nexus Proxy
ingdlation guide.

Although many factors are currently unclear and further investigation is required, the
potentid benefit of the Nexus Proxy is clear. A didogue has been established with the
software maintainer and a bug report issued. When these initid issues are resolved
further comment will be possible.

12 Summary

Although initid experiments with the Nexus Proxy were not successful, it is clear that
this software has the potentid to provide an extremey useful technique to alow
Globus to operate through firewals. Further invedtigation is required to understand
the issues presented in this report in order to achieve a fully working verson of the
software.

The firewd| port-opening approach favoured by the Globus Project has been shown to
work, after some minor adjusments, with a default Globus deployment. However, an
outstanding issue of illegd port usage (not adhering to port range redrictions), for
commands that creste a return connection request, gill remains. While testing was
successful a the 3000 to 6000 port range, it is clear that such a smal fixed range is
too redtricted to be of much vaue in a production grid environment.
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In teems of inddlation, the Nexus Proxy was graightforward. However, the
requirement to compile the Globus Toolkit againgt the Nexus Proxy’s libraries implies
that exiging Globus ingdlations must be removed, recompiled and findly
redeployed. Some Grid dtes may prefer the port opening approach, because the
amount of work to achieve this is farly minima in comparison to the Nexus Proxy.
In fact if the shel wrapper to the Globus job manager is crested manudly (firewall
port opening approach), then the effort and disruption required for an exiging ste is
negligible compared to the Nexus Proxy approach.

Furthermore, the operation of Globus commands through the Nexus Proxy will
introduce additiona latencies. The effects of such latencies and the performance
requirements of the inner and outer servers should be consdered in order to determine
the requirements for Steswith high levels of Grid activity.

In terms of network security, the Nexus Proxy requires a minimum number of firewal
ports to be opened. This potentidly implies enhanced security (or a least an esier to
manage firewdl port policy) and therefore it is anticipated the proxy methodology
will be preferred a Steswith adrict firewall policy.

While tesing of the Nexus Proxy faled in this ingtance, it is clear that both firewal
techniques have didinct qudities that will be atractive to Grid ingdlaions. Which
gpproach a given dte would prefer to adopt depends very much on that Ste's specific
requirements (i.e. security policy, laency issues, disruption of service during
trangtion, etc). However, until the issues experienced with the Nexus Proxy are
resolved, this report recommends the use of the Globus “port-opening” technique.
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14 Appendix A
14.11PChains

14.1.1 Operations to work on chains

1.Create anew chan (-N).
2.Ddete an empty chain (-X).
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3.Change the palicy for abuilt-in chan. (-P).

4Lig therulesinachan (-L).

5.Hush therules out of achan (-F).

6.Zero the packet and byte counters on dl rulesin achain (-2).

There are severd ways to manipulate rulesinside achain:

1. Append anew ruleto achain (-A).

2.Insert anew rule a some postioninachan (-1).
3.Replace arule @& some position in achain (-R).
4.Ddeearule a some postionin achan (-D).
5.Ddete thefirg rule that matchesin achan (-D).

14.1.2 Specific options

Source address: - s
Dedtination address: - d

Allow icmp packetsfrom 127. 0. 0. 1, append to theinput rule:
i pchains -A input -s 127.0.0.1 -p icnp -j DENY

When specifying a protocol (TCP or UDP), arange of port addresses can be given:
i.e: -p TCP -s 0.0.0.0/0 6000: 6010

orasingleport: -p TCP -s 0.0.0.0/0 :1023

oruse 0/0 to specify any IP address

To dlow TCP reply packets through the firewall, block the TCP packets that request a
connection (i.e. SYN flag set)

-p TCP -s 192.168.1.1 ! -y :ruleisonly vaid for packetsthat are not a
connection request.

use -i to specify theport arulewill gpply toi.e -i 192. 168. 1. 100
use -1 tolog packetsfiring arule.

Accounting rules keep count of the number of packets handled by arulei.e.
i pchins -A input -s 192.168.1.1

Thisis purdy for information only. No blocking is performed. This rule keeps track
of dl the packetsfrom 192. 168. 1. 1

Use i pchains -L -v toview the countersfor each rule.
Use i pchains -Z <chai n name> to zero the counters for achain.
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